Universitatea de Vest
MINISTERUL EDUCATIEI

UNIVERSITATEA DE VEST DIN TIMISOARA

CURRICULUM DESCRIPTION /
FISA DISCIPLINEI

1. Program information / Date despre program

1.1 Higher education institution / West University of Timisoara / Universitatea de Vest din
Institutia de invatdmdnt superior | Timisoara

1.2 Faculty / Department /

Mathematics and Informatics / Matematicd si Informaticd
Facultatea / Departamentul

1.3 Department / Departamentul Informatics / Informaticd
1.4 Study area / Domeniul de studii Informatics / Informaticd
1.5 Sutyd cycle / Ciclul de studii Masters / Master

Cybersecurity / Specialist in security-focused procedures and
1.6 Study program / Qualification / tools for information systems / Securitate Ciberneticd /
Programul de studii / Calificarea Specialist in proceduri si instrumente de securitate a

sistemelor informatice

2. Curriculum information / Date despre disciplind

2.1 Name of class / Denumirea Common attack vectors and exploits in cybersecurity /
disciplinei Vectori comuni de atac si vulnerabilitdti in securitatea
ciberneticd

2.2 Teacher for lecture / Titularul Asist. dr. Mario-Daniel REJA

activitatilor de curs

2.3 Teacher for laboratory / Titularul Asist. dr. Mario-Daniel REJA
activitdatilor de seminar

2.4 Year of study | 2 2.5 Semester / 1 2.6 Evaluation 2.7 Type of class /
/ Anul de studiu Semestrul type / Tipul de Regimul disciplinei
evaluare

3. Estimated total time (hours per semester for didactic activities) / Timpul total estimat
(ore pe semestru al activitdtilor didactice)

3.1 Hours per week / 3 | of which/ 2 |33 1
Numdr de ore pe sdptamdnd din care: seminary/laboratory /

3.2 lecture / curs seminar/laborator
3.4 Hours in curriculum plan / 42 | of which/ 28 | 3.6 14
Total ore din planul de invatdmant din care: seminary/laboratory /

3.5 lecture / curs seminar/laborator
Time distribution: / Distributia fondului de timp: hours

/ore
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Study time using the manual, lecture reading material, bibliography and notes / 30
Studiul dupd manual, suport de curs, bibliografie si notite

Suplimentary documentation inside a library, or online / on the field / 38
Documentare suplimentard in bibliotecd, pe platformele electronice de specialitate / pe teren
Seminary/laboratory preparation, homework, research paper, portfolios and essays / 38
Pregdtire seminare / laboratoare, teme, referate, portofolii si eseuri

Tutorship / 7
Tutoriat

Exminations / 7
Examindri

Other activities / 0

Alte activitati

3.7 Total hours of individual study / 120
Total ore studiu individual

3.8 Total hours per semester / 162
Total ore pe semestru
3.9 Number of credits / 6

Numdrul de credite

4. Preconditions (where applicable) / Preconditii (acolo unde este cazul)

4.1 for curriculum/ | e Computer Architecture, Operating Systems, C Programming/

de curriculum Arhitectura calculatoarelor, Sisteme de operare, Programare C

4.2 for ° C1. Low level programming / Programarea in limbaje de nivel jos

competencies / de ° C2. Computation systems, Databases and Computer Networks use and

competente management / Utilizarea si administrarea sistemelor de calcul, bazelor
de date si retelelor de calculatoare

5. Conditions (where applicable) / Conditii (acolo unde este cazul)

5.1 for lecture development / de desfdsurare a Classroom properly equipped with: whiteboard,
laptop/projector, computers, network, internet
connection, appropriate software. Means for
organizing online course activities: Google
Classroom, Meet+Chat/Microsoft Teams,
PowerPoint, Forms, virtual whiteboard, other
specific software components for online activities /
Sala de curs, dotata corespunzator: tabla,
laptop/proiector, calculatoare, retea, legatura
internet, software adecvat.

Mijloace pentru organizarea activitatilor de curs
online: Google Classroom, Meet+Chat/Microsoft
Teams, PowerPoint, Forms, tabla virtuala, alte
componente software specifice activitatilor online.

cursului
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5.2 for seminary/laboratory development / de Laboratory classroom properly equipped with:
whiteboard, laptop/projector, computers,
network, internet connection, appropriate
software. Means for organizing online course
activities: Google Classroom,
Meet+Chat/Microsoft Teams, PowerPoint,
Forms, virtual whiteboard, other specific
software components for online activities /
Sala de laborator, dotata corespunzator: tabla,
laptop/proiector, calculatoare, retea, legatura
internet, software adecvat.

Mijloace pentru organizarea activitatilor de
curs online: Google Classroom,
Meet+Chat/Microsoft Teams, PowerPoint,
Forms, tabla virtual3, alte componente
software specifice activitatilor

online.

desfdsurare a seminarului / laboratorului

6. Class objectives — expected learning results, contributed to by reading and passing of
the class / Obiectivele disciplinei - rezultate asteptate ale invdtdrii la formarea cdrora
contribuie parcurgerea si promovarea disciplinei

e |dentifying the operating system vulnerabilities

Knowlec?ge / e  Exploit investigation methods
Cunostinte
. Use of methodologies, specification mechanisms, and development environments for
creating computer applications. / Utilizarea metodologiilor, mecanismelor de specificare si a
mediilor de dezvoltare pentru realizarea aplicatiilor informatice
e Use of appropriate criteria and methods for evaluating computer applications. / Utilizarea de
criterii si metode adecvate pentru evaluarea aplicatiilor informatice.
Abilities / e Development and maintenance of computer applications for solving real problems of medium

o complexity. / Realizarea si intretinerea unor aplicatii informatice pentru rezolvarea unor

Abilitdti probleme reale de complexitate medie.

e  Use of design and management methodologies and environments for computer systems, /
Utilizarea metodologiilor si mediilor de proiectare si administrare a sistemelor de calcul,
bazelor de date si retelelor de calculatoare pentru probleme particulare.

e Implementation of projects for computer systems, databases, and computer networks /
Realizarea unor proiecte de sisteme de calcul, baze de date si retele de calculatoare.

e Use of design and management methodologies and environments for computer
systems, databases, and computer networks for specific problems. / Utilizarea
metodologiilor si mediilor de proiectare si administrare a sistemelor de calcul,
bazelor de date si retelelor de calculatoare pentru probleme particulare.

e e |mplementation of projects for computer systems, databases, and computer
networks. / Realizarea unor proiecte de sisteme de calcul, baze de date si retele de
calculatoare.

Responsability
and autonomy /
Responsabilitate

si autonomie

7. Contents / Continuturi

7.1 Lecture / Curs Teaching methods / Metode de | Observations / Observatii
predare
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Introduction to exploits

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

Memory management on Unix
based Operating Systems

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

Code execution redirection and
protections against it

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

Attacks against DEP/NX

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

Attacks against ASLR

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

Code injection

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

Opcode manipulation

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
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problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

Software fault isolation

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

CPU timing attacks

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

Client-side web exploits

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

Server-side web exploits

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

Blockchain security

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

Blockchain security

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

Recap

Interactive presentation,
problematization, heuristic
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conversation, web-based
documentation, exemplification. /
Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe web,
exemplificarea.

Bibliography / Bibliogrdfie :

Michael Kerrisk, The Linux Programming Interface: A Linux and UNIX System Programming Handbook,
ISBN: 1593272200

[2] Marshall McKusick & George Neville-Neil & Robert Watson, Design and Implementation of the
FreeBSD Operating System, The 2nd Edition, 0321968972

7.2 Seminary / laboratory / | Teaching methods / Metode de | Observations / Observatii
Seminar / laborator predare

Binary disassembly and analysis | Exercise, discussions and

of x86/64 ELF executables debate, modeling, project work,
organized group work. /
Exercitiul, discutiile Si
dezbaterea, modelarea,
proiectul, lucrul in  grup
organizat.

Dynamic loading in  ELF | Exercise, discussions and

executables on Linux debate, modeling, project work,
organized group work. /
Exercitiul, discutiile Si
dezbaterea, modelarea,
proiectul, lucrul in  grup
organizat.

Return-to-libc exploit Exercise, discussions and

debate, modeling, project work,
organized group work. /

Exercitiul, discutiile Si
dezbaterea, modelarea,
proiectul, lucrul in  grup
organizat.

Bytecode exploits Exercise, discussions and

debate, modeling, project work,
organized group work. /

Exercitiul, discutiile Si
dezbaterea, modelarea,
proiectul, lucrul in  grup
organizat.

Symbolic input Exercise, discussions and

debate, modeling, project work,
organized group work. /

Exercitiul, discutiile si
dezbaterea, modelarea,
proiectul, lucrul in  grup
organizat.
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Web exploitation Exercise, discussions and
debate, modeling, project
work, organized group work.
/ Exercitiul, discutiile si
dezbaterea, modelarea,
proiectul, lucrul in grup
organizat.

Blockchain exploits Exercise, discussions and
debate, modeling, project work,
organized group work. /

Exercitiul, discutiile si
dezbaterea, modelarea,
proiectul, lucrul in  grup
organizat.

Bibliography / Bibliografie:

[1] Jon Erickson, Hacking: The Art of Exploitation, 2nd Edition, ISBN: 1593271441

[2] Justin Seitz & Tim Arnold, Black Hat Python: Python Programming for Hackers and Pentesters, 2nd
Edition, ISBN: 1718501129

8. Unification of class contents with the expectations of the representatives of the
epistemic community, professional organisations and employers from the class’s
relevant field(s) of applicability / Coroborarea continuturilor disciplinei cu asteptdrile
reprezentantilor comunitdtii epistemice, asociatiilor profesionale si angajatori
reprezentativi din domeniul aferent programului

Class contents corresponds to the curricula of other universities, from inside the country or from the European Union. The
practical contents (laboratory works) correspond to the local labor market requirements. /

Continutul disciplinei corespunde curriculei din alte centre universitare, din tard sau Uniunea Europeand. Continuturile
practice (lucrdri de laborator) corespund cerintelor de pe piata muncii locald.

9. Evaluation / Evaluare

Activity type / 9.1 Evaluation criteria / 9.2 Evaluation 9.3 Weight in
Tip activitate Criterii de evaluare methods / final grade /
Metode de Pondere din
evaluare nota finald
9.4 Lecture / Curs The evaluation considers the Written 35
following categories of examination;
knowledge:/ Evaluarea are in acti\{e. _ _
vedere urmatoarele categorii de participation in
cunostinte: cours.e activitie.s.v/
o Examinare scrisa;
° General knowledge,

participare activa
la activitatile de
curs.

evaluated through a test
consisting of multiple-choice
questions or basic definitions/
cunostinte generale, evaluate
printr-un test cuprinzand intrebari
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cu variante multiple de raspuns
sau definitii de baza

° Detailed knowledge,
evaluated through a test focusing
on the key concepts taught /
cunostinte de detaliu, evaluate
printr-un test cuprinzand intrebari
orientate spre notiunile cheie
predate

Algorithm usage, evaluated through a
test consisting of a set of problems
based on the algorithms presented in
the course/ utilizarea algoritmilor,
evaluate printr-un test cuprinzand un
set de probleme pe baza algoritmilor
prezentati la curs.

Periodic assignments cover parts of Intermediate 15
the material, under conditions similar | written
to those of the final written exam. / examination. /
Lucrarile de control periodice acopera | Examinare scrisa
parti ale materiei, in conditii similare | intermediara
examenului scris final.

9.5 Seminary / laboratory | The evaluation considers the Evaluation of 15

/ Seminar / laborator

following categories of
knowledge: / Evaluarea are in
vedere urmatoarele categorii de
cunostinte:

e General knowledge:
understanding the generic
concepts of computer
vulnerabilities;
understanding various
static and dynamic analysis
techniques/ cunostinte
generale: intelegerea
conceptelor generice ale
vulnerabilitatilor
informatice; intelegerea
diverselor tehnici de
analiza statica si dinamica

e Detailed knowledge:
application of security
exploits, in the context of
detecting and mitigating
computer risks /
cunostinte de detaliu:

homework,
additional
activities;
Evaluation of
laboratory
activity; Active
participation in
laboratory
activities. /
Evaluarea
temelor,
activitatilor
aditionale;
Evaluarea
activitatii la
laborator;
Participarea
activa la
activitatile de
laborator
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aplicarea conceptelor de
securitate de detectie a
exploatarii vulnerabilitatii,
in contextul detectiei si
mitigarii riscurilor
informatice

e Advanced knowledge:
advanced static and dynamic
analysis for vulnerability
assessment purposes, in a
given context or on a specific
application. / cunostinte
avansate: analiza avasanta
statica si dinamica in
scopurile analizei
vulnerabilitatilor, intr-un
context dat sau pe o aplicatie

concreta.
The homework assignments/reports Individual project, | 35
or projects cover parts of the material | group project. /
presented in the laboratory, under Proiect individual,
conditions similar to those of the proiect de grup.

laboratory examination. /
Temele/referatele sau proiectele
acopera parti ale materiei prezentate
la laborator, in conditii similare
examinarii de laborator.

9.6 Minimum performance standards / Standard minim de performantd

Written exam: / Examinare scrisa:

To obtain a grade of 5, it is necessary to score above the minimum threshold (at least 60%) for general

knowledge, as well as demonstrate a minimum level of understanding and application of some of the

algorithms presented in the course (at least 40%). / Pentru nota 5 este necesara obtinerea unui punctaj

superior (minim 60%) pentru cunostintele generale, precum si dovedirea unui nivel minim de intelegere

si aplicare a unora dintre algoritmii prezentati la curs (minim 40%)

To obtain a grade of 10, it is necessary to score above the minimum threshold (at least 75%) for both

general and detailed knowledge, as well as demonstrate a good understanding of the presented

algorithms / Pentru nota 10 este necesara obtinerea unui punctaj superior (minim 75%) pentru

cunostintele generale si cunostintele de detaliu, precum si o buna intelegere a algoritmilor prezentati

Practical exams and laboratory activity: / Probe practice si activitate de laborator:

° To obtain a grade of 5, it is necessary to demonstrate a superior level (at least 60%) of general

knowledge, as well as a minimum level of understanding and application of the detailed knowledge

previously presented./ Pentru nota 5 este necesara obtinerea unui nivel superior (minim 60%) pentru

cunostintele generale, precum si a unui nivel minim de intelegere si utilizare a cunostintelor de detaliu

prezentate anterior.

e To obtain a grade of 10, it is necessary to demonstrate a superior level (at least 80%) of

advanced knowledge, as specified before./ Pentru nota 10 este necesarad dovedirea unui nivel
superior (minim 80%) pentru cunostintele avansate, precizate anterior.
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Date of completion / Teacher for class /
Data completdrii Titular de disciplind
Date of approval inside department / Department director /

Data avizdrii in departament Director de departament
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