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CURRICULUM DESCRIPTION /

FISA DISCIPLINEI

1. Program information / Date despre program

1.1 Higher education institution /
Institutia de invatdmdnt superior

West University of Timisoara / Universitatea de Vest din
Timisoara

1.2 Faculty / Department /
Facultatea / Departamentul

Mathematics and Informatics / Matematica Si Informaticé

1.3 Department / Departamentul

Informatics / Informatica

1.4 Study area / Domeniul de studii

Informatics / Informatica

1.5 Sutyd cycle / Ciclul de studii

Masters / Master

1.6 Study program / Qualification /
Programul de studii / Calificarea

Cybersecurity / Specialist in security-focused procedures and
tools for information systems / Securitate Cibernetica /
Specialist in proceduri Si instrumente de securitate a

sistemelor informatice

2. Curriculum information / Date despre disciplina

2.1 Name of class / Denumirea
disciplinei

Computer Virusology / Virusologie informatica.

2.2 Teacher for lecture / Titularul
activitatilor de curs

Conf. Dr. Ciprian Pungila

2.3 Teacher for laboratory / Titularul
activitatilor de seminar

Conf. Dr. Ciprian Pungila

2.4 Year of study | 2 2.5 Semester / 1 2.6 Evaluation E 2.7 Typeofclass/ | M

/ Anul de studiu Semestrul

type / Tipul de Regimul disciplinei

evaluare

3. Estimated total time (hours per semester for didactic activities) / Timpul total estimat

(ore pe semestru al activitatilor didactice)

3.1 Hours per week / 3 | of which/ 2 |33 1
Numdr de ore pe sdptamdna din care: seminary/laboratory /
3.2 lecture / curs seminar/laborator
3.4 Hours in curriculum plan / 4 | of which/ 2 |36 14
Total ore din planul de invatamant 2 | din care: 8 | seminary/laboratory /
3.5 lecture / curs seminar/laborator
Time distribution: / Distributia fondului de timp: hour
s/
ore
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Study time using the manual, lecture reading material, bibliography and notes / 42
Studiul dupa manual, suport de curs, bibliografie Si notite

Suplimentary documentation inside a library, or online / on the field / 28
Documentare suplimentard in biblioteca, pe platformele electronice de specialitate / pe teren
Seminary/laboratory preparation, homework, research paper, portfolios and essays / 28
Pregétire seminare / laboratoare, teme, referate, portofolii Si eseuri

Tutorship / 7
Tutoriat

Exminations / 7
Examinari

Other activities /

Alte activitati

3.7 Total hours of individual study / 112
Total ore studiu individual

3.8 Total hours per semester / 154
Total ore pe semestru

3.9 Number of credits / 6
Numarul de credite

4. Preconditions (where applicable) / Preconditii (acolo unde este cazul)

4.1 for curriculum/ | o Computer Architecture, Operating Systems |, Operating Systems II,
de curriculum Programming I, Programming Il

4.2 for e (1. High-level programming languages / Programarea in limbaje de
competencies / de nivel Tnalt

competente e (2. Development and maintenance of computer applications /

Dezvoltarea si intretinerea aplicatiilor informatice.
° C3. Use of the theoretical foundations of computer science. / Utilizarea
bazelor teoretice ale informaticii.

5. Conditions (where applicable) / Conditii (acolo unde este cazul)

5.1 for lecture development / de desfésurare a | Internet access, web browser (Chrome, Firefox,
Safari, Edge) capable of running Google Meet
(minimum processor Intel 3 or equivalent,
minimum 4 GB RAM) / Acces la Internet, cu un
browser web (Chrome, Firefox, Safari, Edge)
capabil sa ruleze Google Meet (minim
processor Intel i3 sau echivalent, minim 4 GB
RAM).

cursului

5.2 for seminary/laboratory development / de Access to the Internet, with specific online
teaching tools: whiteboard, laptop/projector,
computers, network, internet connection,
appropriate software. / Acces la Internet, cu

desfasurare a seminarului / laboratorului
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instrumente specifice predarii online: tabla
(whiteboard), laptop/proiector, calculatoare,
retea, legatura Internet, software adecvat.

6. Class objectives — expected learning results, contributed to by reading and passing of
the class / Obiectivele disciplinei - rezultate aSteptate ale invatarii la formarea carora
contribuie parcurgerea Si promovarea disciplinei

Knowledge /
Cunostinte

] Formation of essential skills for understanding cybersecurity from a cyber perspective. /
Formarea deprinderilor esentiale pentru intelegerea securitatii din perspectiva cibernetica.
. Acquisition of generic knowledge about the importance of information security and the

consequences of non-compliance. / Tnsusirea cunostintelor generice despre importanta securitatii
informatice Si consecintele neaplicarii acesteia.

° Acquisition of basic concepts related to existing types of cyber attacks and their economic,
social, and political impact. /Tnsu$irea conceptelor de baza legate de tipurile de atacuri cibernetice
existente, de impactul economic, social Si politic al acestora.

° Development of skills for analyzing, investigating, and mitigating risks in the case of cyber
security breaches. / Formarea deprinderilor pentru analiza, investigarea Si mitigarea riscului in cazul
breselor de securitate cibernetica.

Abilities /
Abilitati

] Use of methodologies, specification mechanisms, and development environments for
creating computer applications. / Utilizarea metodologiilor, mecanismelor de specificare Si a mediilor
de dezvoltare pentru realizarea aplicatiilor informatice

. Use of appropriate criteria and methods for evaluating computer applications. / Utilizarea
de criterii Si metode adecvate pentru evaluarea aplicatiilor informatice.

] Development and maintenance of computer applications for solving real problems of
medium complexity. / Realizarea Si intretinerea unor aplicatii informatice pentru rezolvarea unor
probleme reale de complexitate medie.

° Use of design and management methodologies and environments for computer systems, /
Utilizarea metodologiilor si mediilor de proiectare si administrare a sistemelor de calcul, bazelor de
date si retelelor de calculatoare pentru probleme particulare.

° Implementation of projects for computer systems, databases, and computer networks /
Realizarea unor proiecte de sisteme de calcul, baze de date si retele de calculatoare.

Responsability
and autonomy /
Responsabilitat
e Si autonomie

e Use of design and management methodologies and environments for computer
systems, databases, and computer networks for specific problems. / Utilizarea
metodologiilor si mediilor de proiectare si administrare a sistemelor de calcul,
bazelor de date si retelelor de calculatoare pentru probleme particulare.

¢ Implementation of projects for computer systems, databases, and computer
networks. / Realizarea unor proiecte de sisteme de calcul, baze de date si retele de
calculatoare.

7. Contents / Continuturi

7.1 Lecture / Curs

Teaching methods / Metode de
predare

Observations / Observatii

Introduction. What is computer
virology? Preliminary
requirements. Goals of
computer virology. Generic
rules for virological analysis.
Types of malicious applications.
/ Introducere. Ce este
virusologia informatica? Cerinte
preliminare. Scopurile

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification.
/ Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe
web, exemplificarea.

2 weeks —4 hours / 2
saptamani — 4 ore
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virusologiei informatice. Reguli
generice pentru analiza
virusologica. Tipuri de aplicatii
malitioase.

Static analysis techniques.
Fundamental techniques for
static analysis. Antiviruses.
Hashing. Text search. Encrypted
and obfuscated viruses. PE
format. Link-edited libraries and
functions (static, runtime, and
dynamic links; using the
dependency analyzer; imported
and exported functions). Static
analysis in practice. PE format:
headers and sections.
Examination of PE files. /
Tehnici de analiza statica.
Tehnici fundamentale de analiza
statica. Antivirusi. Hashing.
Cautarea de texte. Virusi
criptati si obfuscati. Formatul
PE. Librarii link-editate Si functii
(legaturi statice, runtime Si
dinamice; folosirea analizorului
de dependinte; functii importate
Si exportate). Analiza statica in
practica. Formatul PE: headere
si sectiuni. Examinarea
fisierelor PE.

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification.
/ Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe
web, exemplificarea.

1 week — 2 hours / 1 saptamani
—2ore

Virological analysis in virtual
environments. Structure of a
virtual machine. Preparing the
machine. Connecting malicious
applications to the Internet.
Connecting peripheral devices.
Using snapshots. Risks
associated with analysis in
virtual environments. / Analiza
virusologica in medii virtuale.
Structura unei masini virtuale.
Pregatirea masinii. Conectarea
aplicatiilor malitioase la
Internet. Conectarea
dispozitivelor periferice.
Folosirea snapshot-urilor.
Riscurile asociate analizei in
mediile virtuale.

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation, exemplification.
/ Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe
web, exemplificarea.

2 weeks —4 hours / 2
saptamani — 4 ore
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Dynamic analysis techniques.
Using a sandbox. Disadvantages
of sandboxes. Execution of
viruses. Execution monitoring.
Snapshotting and comparison.
Simulating a network and
monitoring it. Intercepting data
packets in network traffic. Basic
utilities for dynamic analysis. /
Tehnici de analiza dinamica.
Folosirea unui sandbox.
Dezavantajele sandbox-urilor.
Executia virusilor. Monitorizarea
execuliei. Realizarea de
snapshot-uri Si compararea lor.
Simularea unei retele Si
monitorizarea ei. Interceptia
pachetelor de date in traficul de
retea. Utilitare de baza pentru
analiza dinamica.

Interactive presentation,
problematization, heuristic
conversation, web-based

documentation, exemplification.

/ Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe
web, exemplificarea.

2 weeks —4 hours / 2
saptamani — 4 ore

Advanced static analysis
techniques. Introduction to x86
assembly: levels of abstraction,
reverse engineering, x86
architecture. Using IDA Pro:
loading an executable, using
cross-references, function
analysis, graph analysis,
advanced disassembly.
Recognizing C constructs in
assembly. Analysis of malicious
programs for Windows. /
Tehnici avansate de analiza
statica. Introducere in
asamblarea x86: niveluri de
abstractizare, inginerie inversa,
arhitectura x86. Folosirea IDA
Pro: incarcarea unui executabil,
folosirea referintelor
incrucisate, analiza functiilor,
analiza grafurilor, dezasamblare
avansata. Recunoasterea
constructiilor Cin asamblare.
Analiza programelor malitioase
pentru Windows.

Interactive presentation,
problematization, heuristic
conversation, web-based

documentation, exemplification.

/ Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe
web, exemplificarea.

2 weeks —4 hours / 2
saptamani — 4 ore

Advanced dynamic analysis
techniques. Debugging
techniques: at the source code
level, at the assembly level,

Interactive presentation,
problematization, heuristic
conversation, web-based

documentation, exemplification.

3 weeks — 6 hours /3
saptamani — 6 ore
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kernel-mode vs. user-mode;
using a debugger; exceptions;
modifying execution with a
debugger and in practice.
Functionality of malicious
applications: downloaders,
launchers, backdoors, password
theft, persistence mechanisms,
privilege escalation, rootkits.
Malware obfuscation
techniques. / Tehnici avansate
de analiza dinamica. Tehnici de
depanare: la nivel de cod surs3,
la nivel de asamblare;
kernel-mode versus user-mode;
folosirea unui debugger;
exceplii; modificarea executiei
cu un debugger si in practica.
Functionalitatea aplicatiilor
malitioase: downloaders,
launchers, backdoors, furt de
parole, mecanisme de
persistentd, escaladarea
privilegiilor, rootkit-uri. Tehnici
de obfuscare a malware-ului.

/ Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe
web, exemplificarea.

Anti-reverse engineering.
Anti-disassembly:
understanding concepts,
anti-disassembly techniques,
control flow obfuscation.
Anti-debugging techniques:
detecting the Windows
debugger, identifying debugger
behavior, interfering with
debugger functionality,
debugger vulnerabilities.
Anti-virtualization techniques:
VMWare artifacts, vulnerable
instructions, modifying settings,
escaping the virtual machine.
Packers and unpackers. /
Anti-inginerie inversa.
Anti-dezasamblare: intelegerea
conceptelor, tehnici
anti-dezasamblare, obfuscarea
fluxului de control. Tehnici
anti-debugging: detectia
debugger-ului Windows,
identificarea comportamentului

Interactive presentation,
problematization, heuristic
conversation, web-based

documentation, exemplification.

/ Expunerea interactiva,
problematizarea, conversatia
euristica, documentarea pe
web, exemplificarea.

2 weeks —4 hours / 2
saptamani — 4 ore

sacretariatifie-uvt.ro
WAL LIVL D




Universitatea de Vest

UNIVERSITATEA DE VEST DIN TIMISOARA

debugger-ului, interferenta cu
functionalitatea debugger-ului,
vulnerabilitati ale
debugger-ului. Tehnici
anti-virtualizare: artefacte
VMWare, instructiuni
vulnerabile, modificarea
setdrilor, evadarea din masina
virtuald. Packere Si unpackere.

Bibliography / Bibliografie :

1. T.A. Johnson , “Cybersecurity: Protecting Critical Infrastructures from Cyber Attack and Cyber

Warfare” , CRC Press, 2015.

2. P:W. Singe,r A. Friedman, “Cybersecurity and Cyberwar: What Everyone Needs to Know” , Oxford

Press, 2014.

3. Kevin D. Mitnick, W.L. Simon , “The Art of Deception: Controlling the Human Element of Security”,

2003

4. A. S. Tanenbaum, “Modern Operating Systems”, 2nd edition (cel putin), Prentice Hall International
5. A. Silberschatz, P.B. Galvin, “Operating Systems Concepts”, 4th edition (cel putin), Addison Wesley
6. C. Pungild, website, http://web.info.uvt.ro/~cpungila
7. K. Zetter, “Countdown to Zero Day: Stuxnet and the Launch of the World's First Digital Weapon”,

2015

7.2 Seminary / laboratory / | Teaching methods / Metode de | Observations / Observatii
Seminar / laborator predare

Detection of malicious | Exercise, discussions and | 2 weeks - 4 hours / 2
applications and viruses. | debate, modeling, project work, | s3ptamani—4 ore
Detection of encrypted | organized group work. /

applications using dedicated | Exercitiul, discutiile Si

utilities. Analysis of PE formats. | dezbaterea, modelarea,

Analysis of imports and exports | proiectul, lucrul in  grup

from dynamic libraries. Case | organizat.

study: static data analysis in

concrete cases of malicious

applications. / Detectia

aplicatiilor malitioase si a

virugilor. Detectia aplicatiilor

criptate folosind utilitare

dedicate. Analiza formatelor PE.

Analiza  importurilor si  a

exporturilor din librariile

dinamice. Studiu de caz: analiza

staticdA de date fin cazuri

concrete de aplicatii malitioase.

Viral analysis using virtual | Exercise, discussions and [ 2 weeks - 4 hours / 2
environments. Viral analysis | debate, modeling, project work, | saptamani—4 ore
techniques in virtual | organized group work. /

environments.  Preconfiguring | Exercitiul, discutiile Si

virtual machines.  Securing | dezbaterea, modelarea,

virtual machines. Analyzing risks | proiectul, lucrul in  grup

associated  with virtualized | organizat.
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execution. Practical exercise of
viral analysis in a virtualized
environment. / Analiza virala
folosind medii virtuale. Tehnici
de analiza virala in medii
virtuale. Preconfigurarea
masinilor virtuale. Securizarea
masinilor  virtuale.  Analiza
riscurilor ~ asociate  executiei
virtualizate. Exerciliu practic de
analiza viralda fintr-un mediu

virtualizat.

Viral analysis using dynamic | Exercise, discussions and [ 2 weeks - 4 hours / 2
techniques. Fundamental | debate, modeling, project work, | s@ptaméni—4 ore
techniques for dynamic analysis. | organized group work. /

Using sandboxes. Execution of | Exercitiul, discutiile Si

malicious  applications and | dezbaterea, modelarea,

monitoring using dedicated | proiectul, lucrul in  grup

utilities. Comparison of | organizat.

snapshots recorded before and

after execution. Simulating a

network using dedicated

utilities. / Analiza virala

folosind  tehnici  dinamice.

Tehnici fundamentale de analiza

dinamica. Folosirea

sandbox-urilor. Executiei

aplicatiilor malitioase Si

monitorizarea acestora folosind

utilitare dedicate. Comparatia

snapshot-urilor inregistrate

fnainte si  dupd executie.

Simularea unei retele folosind

utilitare dedicate.

Advanced static viral analysis. | Exercise, discussions and | 2 weeks — 4 hours / 2
Signature-based analysis. | debate, modeling, project work, | sdptamaéani— 4 ore
Identifying signatures in | organized group work. /

infected files. Dedicated viral | Exercitiul, discutiile Si

static analysis algorithms. Using | dezbaterea, modelarea,

dedicated static analysis | proiectul, lucrul Tn  grup

programs. / Analizd virala | organizat.

statica avansata. Analiza bazata
pe semnaturi. Identificarea
semnaturilor fisierele
virusate. Algoritmi dedicati de
analiza virala statica. Folosirea
programelor dedicate de analiza
statica.
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Case study: advanced static | Exercise, discussions and | 2 weeks - 4 hours / 2
viral analysis. Implementation | debate, modeling, project work, | s@ptdmaéani—4 ore
of a minimalist program for | organized group work. /
detecting malicious applications | Exercitiul, discutiile Si
using static analysis techniques | dezbaterea, modelarea,
(hashing, signature-matching) | proiectul, lucrul 1n  grup
with  dedicated algorithms. | organizat.
Performance and feasibility
analysis. [/ Studiu de caz:
analiza virala statica avansata.
Implementarea unui program
minimalist de detectie de
aplicatii  malitioase  folosind
tehnici de analiza statica
(hashing, signature-matching)
cu algoritmi dedicati. Analiza
performantelor si a fezabilitatii.
Advanced dynamic viral | Exercise, discussions and 2 weeks — 4 hours / 2
analysis. Analysis based on | debate, modeling, project saptamani —4 ore
behavioral study. Flow control work, organized group work.
graphs.  Disassembly  of | /gyercitiul, discutiile si
exeFutabIes and rgconstructlon dezbaterea, modelarea,
of internal execution patterns. . N
. proiectul, lucrul in grup
Analysis  of  system  call -
sequences in a real context. / organizat.
Analiza virala dinamica
avansata. Analiza bazata pe
studiul comportamental. Grafuri
de control al fluxului.
Dezasamblarea executabilelor Si
reconstructia Sabloanelor de
executie internd.  Analiza
secventelor de apeluri sistem
intr-un context real.
Case study: advanced dynamic | Exercise, discussions and | 2 weeks — 4 hours / 2
viral analysis. Implementation | debate, modeling, project work, | sdptaméni—4 ore
of a minimalist program for | organized group work. /
detecting malicious applications | Exercitiul, discutiile Si
using dynamic analysis | dezbaterea, modelarea,
techniques based on system call | proiectul, lucrul 1n  grup
sequence analysis. Performance | organizat.

and feasibility analysis. / Studiu
de caz: analiza virala dinamica
avansata. Implementarea unui
program minimalist de detectie
de aplicatii malitioase folosind
tehnici de analizd dinamica
bazat pe analiza secventelor
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apelurilor sistem. Analiza
performantelor Si a fezabilitatii.

Bibliography / Bibliografie:

1. TA. Johnson , “Cybersecurity: Protecting Critical Infrastructures from Cyber Attack and Cyber
Warfare”, CRC Press, 2015.

2. P:W. Singe,r A. Friedman, “Cybersecurity and Cyberwar: What Everyone Needs to Know” , Oxford
Press, 2014.

3. Kevin D. Mitnick, W.L. Simon , “The Art of Deception: Controlling the Human Element of Security”,
2003

4. A. S. Tanenbaum, “Modern Operating Systems”, 2nd edition (cel putin), Prentice Hall International

5. A. Silberschatz, P.B. Galvin, “Operating Systems Concepts”, 4th edition (cel putin), Addison Wesley

6. C. Pungila, website, http://web.info.uvt.ro/~cpungila

7. K. Zetter, “Countdown to Zero Day: Stuxnet and the Launch of the World's First Digital Weapon”,
2015

8. Unification of class contents with the expectations of the representatives of the
epistemic community, professional organisations and employers from the class’s
relevant field(s) of applicability / Coroborarea continuturilor disciplinei cu asteptarile
reprezentantilor comunitatii epistemice, asociatiilor profesionale $i angajatori
reprezentativi din domeniul aferent programului

Class contents corresponds to the curricula of other universities, from inside the country or from the European Union. The
practical contents (laboratory works) correspond to the local labor market requirements. /

Continutul disciplinei corespunde curriculei din alte centre universitare, din taré sau Uniunea Europeand. Continuturile
practice (lucrdri de laborator) corespund cerintelor de pe piata muncii locala.

9. Evaluation / Evaluare

Activity type / 9.1 Evaluation criteria / 9.2 Evaluation 9.3 Weight
Tip activitate Criterii de evaluare methods / in final grade
Metode de / Pondere
evaluare din nota
finald
9.4 Lecture / Curs The evaluation considers the Written 35
following categories of examination;
knowledge:/ Evaluarea are in active '
vedere urmatoarele categorii de participation in
e course activities.
cunostinte: .
T / Examinare
° General knowledge, s L
luated throueh a test scrisa; participare
eva L"a .e g ) ) activa la
consisting of multiple-choice activitatile de
questions or basic definitions/ curs.

cunostinte generale, evaluate
printr-un test cuprinzand intrebari
cu variante multiple de raspuns
sau definitii de baza

° Detailed knowledge,
evaluated through a test focusing
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on the key concepts taught /
cunostinte de detaliu, evaluate
printr-un test cuprinzand intrebari
orientate spre notiunile cheie
predate

Algorithm usage, evaluated through a
test consisting of a set of problems
based on the algorithms presented in
the course/ utilizarea algoritmilor,
evaluate printr-un test cuprinzand un
set de probleme pe baza algoritmilor
prezentati la curs.

Periodic assignments cover parts of Intermediate 15
the material, under conditions similar | written
to those of the final written exam. / examination. /
Lucrarile de control periodice Examinare scrisa
acopera parti ale materiei, in conditii | intermediara
similare examenului scris final.

9.5 Seminary / The evaluation considers the Evaluation of 15

laboratory / Seminar /

laborator

following categories of
knowledge: / Evaluarea are in
vedere urmatoarele categorii de
cunostinte:

e General knowledge:
understanding the generic
concepts of computer
virology; understanding
various static and dynamic
analysis techniques/
cunostinte generale:
intelegerea conceptelor
generice ale virusologiei
informatice; intelegerea
diverselor tehnici de
analiza statica si dinamica

e Detailed knowledge:
application of security
concepts from virology, in
the context of detecting
and mitigating computer
risks / cunostinte de
detaliu: aplicarea
conceptelor de securitate
din virusologie, in
contextul detectiei Si

homework,
additional
activities;
Evaluation of
laboratory
activity; Active
participation in
laboratory
activities. /
Evaluarea
temelor,
activitatilor
aditionale;
Evaluarea
activitatii la
laborator;
Participarea
activa la
activitatile de
laborator
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mitigarii riscurilor
informatice

e Advanced knowledge:
advanced static and
dynamic analysis for
virological analysis
purposes, in a given
context or on a specific
application. / cunostinte
avansate: analiza avasanta
statica si dinamica in
scopurile analizei
virusologice, intr-un
context dat sau pe o
aplicatie concreta.

The homework assignments/reports Individual 35
or projects cover parts of the project, group
material presented in the laboratory, | project. / Proiect
under conditions similar to those of individual, proiect

the laboratory examination. / de grup.

Temele/referatele sau proiectele
acopera parti ale materiei prezentate
la laborator, in conditii similare
examinarii de laborator.

9.6 Minimum performance standards / Standard minim de performanta

Written exam: / Examinare scrisa:
® To obtain a grade of 5, it is necessary to score above the minimum threshold (at least 60%) for
general knowledge, as well as demonstrate a minimum level of understanding and application
of some of the algorithms presented in the course (at least 40%). / Pentru nota 5 este
necesara obtinerea unui punctaj superior (minim 60%) pentru cunostintele generale, precum
si dovedirea unui nivel minim de intelegere Si aplicare a unora dintre algoritmii prezentati la
curs (minim 40%)
® To obtain a grade of 10, it is necessary to score above the minimum threshold (at least 75%)
for both general and detailed knowledge, as well as demonstrate a good understanding of the
presented algorithms / Pentru nota 10 este necesara obtinerea unui punctaj superior (minim
75%) pentru cunostintele generale si cunostintele de detaliu, precum $i o buna intelegere a
algoritmilor prezentati
Practical exams and laboratory activity: / Probe practice Si activitate de laborator:
° To obtain a grade of 5, it is necessary to demonstrate a superior level (at least 60%) of
general knowledge, as well as a minimum level of understanding and application of the
detailed knowledge previously presented./ Pentru nota 5 este necesara obtinerea unui nivel
superior (minim 60%) pentru cunostintele generale, precum $i a unui nivel minim de
intelegere si utilizare a cunostintelor de detaliu prezentate anterior.
® To obtain a grade of 10, it is necessary to demonstrate a superior level (at least 80%) of
advanced knowledge, as specified before./ Pentru nota 10 este necesara dovedirea unui nivel
superior (minim 80%) pentru cunostintele avansate, precizate anterior.
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