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MINISTERUL EDUCATIEI

UNIVERSITATEA DE VEST DIN TIMISOARA

CURRICULUM DESCRIPTION /

FISA DISCIPLINEI

1. Program information / Date despre program

1.1 Higher education institution /
Institutia de invatdmdnt superior

West University of Timisoara / Universitatea de Vest din
Timisoara

1.2 Faculty / Department /
Facultatea / Departamentul

Mathematics and Informatics / Matematicd si Informaticd

1.3 Department / Departamentul

Informatics / Informaticd

1.4 Study area / Domeniul de studii

Informatics / Informaticd

1.5 Sutyd cycle / Ciclul de studii

Masters / Master

1.6 Study program / Qualification /
Programul de studii / Calificarea

Cybersecurity / Securitate Cibernetica / Database
administration / Administrator baze de date - 252101;
Computer network administration / Administrator de retea de
calculatoare - 252301; Analyst / Analist - 251201; Research
assistant in computer science / Asistent de cercetare in
informatica - 214918; Programmer / Programator - 251202;
Software systems designers / Proiectant sisteme informatice -
251101

2. Curriculum information / Date despre discipliné

2.1 Name of class / Denumirea
disciplinei

Introduction to cybersecurity. Prevention, detection, and
mitigation techniques. / Introducere in securitatea
cibernetica. Tehnici de prevenire, detectie si mitigare.

2.2 Teacher for lecture / Titularul
activitdtilor de curs

Conf. Dr. Ciprian Pungila

2.3 Teacher for laboratory / Titularul
activitatilor de seminar

Conf. Dr. Ciprian Pungila

2.4Year of study |1

/ Anul de studiu Semestrul

2.5 Semester / 1

2.7 Typeofclass/ | M
Regimul disciplinei

2.6 Evaluation E
type / Tipul de
evaluare

3. Estimated total time (hours per semester for didactic activities) / Timpul total estimat
(ore pe semestru al activitatilor didactice)

3.1 Hours per week /
Numdr de ore pe sdptdmadnd

3.3 2
seminary/laboratory /

4 | of which/ 2
din care:

3.2 lecture / curs seminar/laborator
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3.4 Hours in curriculum plan / 56 | of which / 28 | 3.6 28
Total ore din planul de invatdmént din care: seminary/laboratory /
3.5 lecture / curs seminar/laborator
Time distribution: / Distributia fondului de timp: hours
/ ore
Study time using the manual, lecture reading material, bibliography and notes / 42
Studiul dupd manual, suport de curs, bibliografie si notite
Suplimentary documentation inside a library, or online / on the field / 28
Documentare suplimentard in bibliotecd, pe platformele electronice de specialitate / pe teren
Seminary/laboratory preparation, homework, research paper, portfolios and essays / 28
Pregdtire seminare / laboratoare, teme, referate, portofolii si eseuri
Tutorship / 7
Tutoriat
Exminations / 7
Examindri
Other activities / -
Alte activitdti
3.7 Total hours of individual study / | 112
Total ore studiu individual
3.8 Total hours per semester / 168
Total ore pe semestru
3.9 Number of credits / 6
Numdrul de credite
4. Preconditions (where applicable) / Preconditii (acolo unde este cazul)
4.1 for curriculum/ | e Computer Architecture, Operating Systems |, Operating Systems I,
de curriculum Programming |, Programming |
4.2 for e (1. High-level programming languages / Programarea in limbaje de
competencies / de nivel inalt
competente e (2. Development and maintenance of computer applications /
Dezvoltarea si intretinerea aplicatiilor informatice.
e (4. Use of the theoretical foundations of computer science. / Utilizarea
bazelor teoretice ale informaticii.

5. Conditions (where applicable) / Conditii (acolo unde este cazul)

5.1 for lecture development / de desfdsurare a

cursului

Internet access, web browser (Chrome,
Firefox, Safari, Edge) capable of running
Google Meet (minimum processor Intel 3 or
equivalent, minimum 4 GB RAM) / Acces la
Internet, cu un browser web (Chrome, Firefox,
Safari, Edge) capabil sa ruleze Google Meet
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(minim processor Intel i3 sau echivalent,
minim 4 GB RAM).

5.2 for seminary/laboratory development / de Access to the Internet, with specific online
teaching tools: whiteboard, laptop/projector,
computers, network, internet connection,
appropriate software. / Acces la Internet, cu
instrumente specifice predarii online: tabla
(whiteboard), laptop/proiector, calculatoare,

retea, legatura Internet, software adecvat.

desfdsurare a seminarului / laboratorului

6. Class objectives — expected learning results, contributed to by reading and passing of
the class / Obiectivele disciplinei - rezultate asteptate ale invdtdrii la formarea cdrora
contribuie parcurgerea si promovarea disciplinei

. Developing essential skills for understanding cybersecurity from a cyber perspective /
Formarea deprinderilor esentiale pentru intelegerea securitatii din perspectiva cibernetica.
° Acquiring generic knowledge about the importance of information security and the

consequences of non-compliance. / Tnsusirea cunostintelor generice despre importanta securitatii

informatice si consecintele neaplicarii acesteia.

° Acquiring basic concepts related to existing types of cyberattacks and their economic, social,

and political impact. / Insusirea conceptelor de bazé legate de tipurile de atacuri cibernetice existente,

de impactul economic, social si politic al acestora.

® Developing skills for analyzing, investigating, and mitigating risk in the event of cybersecurity
breaches. / Formarea deprinderilor pentru analiza, investigarea si mitigarea riscului in cazul
breselor de securitate cibernetica.

Knowledge /
Cunostinte

. Using methodologies, specification mechanisms, and development environments to create
computer applications. / Utilizarea metodologiilor, mecanismelor de specificare si a mediilor de
dezvoltare pentru realizarea aplicatiilor informatice

Abilities / ° Using appropriate criteria and methods to evaluate computer applications. / Utilizarea de
Abilitdati criterii si metode adecvate pentru evaluarea aplicatiilor informatice.

’ ° Developing and maintaining computer applications to solve real-world problems of medium
complexity. / Realizarea siintretinerea unor aplicatii informatice pentru rezolvarea unor probleme reale
de complexitate medie..

. Using methodologies and design environments to design and manage computer systems,

databases, and computer networks for specific problems. / Utilizarea metodologiilor si mediilor de

proiectare si administrare a sistemelor de calcul, bazelor de date si retelelor de calculatoare pentru

probleme particulare.

® Developing computer systems, databases, and computer networks projects. / Realizarea unor
proiecte de sisteme de calcul, baze de date si retele de calculatoare

Responsability
and autonomy /
Responsabilitate

si autonomie

7. Contents / Continuturi

7.1 Lecture / Curs

Teaching methods / Metode de
predare

Observations / Observatii

Introduction. History of the
Internet: Internet addresses,
DNS, Internet infrastructure,
World Wide Web. Introduction
to cybersecurity: classification
of types of attacks, motivation
for attacks, common targets of
attacks. / Introducere. Istoria
Internetului: adresele de

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,
exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

1 week — 2 hours / 1 sdptamana
—2ore
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Internet, DNS, infrastructura
Internet, World Wide Web.
Introducere in securitatea
cibernetica: clasificarea tipurilor
de atacuri, motivarea atacurilor,
tinte comune ale atacurilor.

Types of attacks and
prevention techniques. Types
of cyberattacks: adware,
spyware, browser hijacking,
viruses, worms, trojans,
scareware, ransomware, zero-
day exploits. Techniques for
detecting types of attacks.
Techniques for detecting types
of cyberattacks. Recognizing
types of cyberattacks. / Tipuri
de atacuri si tehnici de
prevenire. Tipuri de atacuri
informatice: adware, spyware,
browser hijacking, virusi, viermi,
cai troieni, scareware,
ransomware, exploatari ‘zero-
day’. Tehnici de detectie a
tipurilor de atacuri. Tehnici de
detectie a tipurilor de atacuri
cibernetice. Recunoasterea
tipurilor de atacuri cibernetice.

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,
exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

2 weeks — 4 hours / 2 saptamani
—4 ore

Types of cybercrime. Types of
cybercrime: cyberstalking, child
pornography, forgery and
counterfeiting, software piracy,
cyberterrorism, phishing,
computer vandalism, cyber
hacking. Creating and
distributing viruses over the
Internet. Types of distribution:
spam, cross-site scripting, online
auction fraud, cybersquatting,
logic bombs, web jacking,
internet time theft, denial-of-
service (DoS) attacks, salami
attacks, data alteration, email
spoofing. / Tipuri de crime
cibernetice. Tipuri de crime
cibernetice: cyber-stalking,
pornografie infantil3, falsificare
si contrafacere, piraterie
software, cyber-terorism,

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,
exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

2 weeks — 4 hours / 2 saptamani
—4ore
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phishing, vandalism informatic,
hacking cibernetic.

Crearea si distribuirea virusilor
prin Internet. Tipuri de
distributie: spam, cross-site
scripting, frauda licitatii online,
cybersquatting, bombe logice,
web-jacking, furt de timp
Internet, atacuri de tip denial-
of-service (DoS), atac “salami”,
alterarea datelor, email
spoofing.

General security concepts and
practices. Applied security
concepts and practices:
authentication, cryptography
and digital signatures, antivirus
and firewall programs,
steganography. / Concepte si
practici generale de securitate.
Concepte si practici de
securitate aplicate:
autentificare, criptografie si
semnaturi digitale, programe
antivirus si firewall, stenografie.

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,
exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

1 week — 2 hours / 1 saptamana
—2ore

Cybercrime. Digital
investigations in cybercrime:
cybercrime, economic and
financial impact. Storing data on
external and internal media.
Data protection and recovery. /
Criminalitate cibernetica.
Investigatii digitale in
criminalitatea cibernetica:
cybercrime, impact economic si
financiar. Stocarea datelor pe
medii externe si interne.
Protectia datelor si recuperarea
lor.

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,
exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

2 weeks — 4 hours / 2 saptamani
—4ore

Basic concepts in applying
information security. Basic
concepts of information
security. Use of a utility for
password management. Two-
factor authentication. Securing
computer systems using free
antivirus programs. Configuring
firewall programs. Selecting a
suitable browser. / Notiuni de

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,
exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

1 week — 2 hours / 1 sdptamana
—2ore
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baza in aplicarea securitatii
informatice. Notiuni de baza a
securitatii informatice. Folosirea
unui utilitar pentru gestiunea
parolelor. Autentificarea in doi
pasi. Securizarea sistemelor de
calcul folosind programe
gratuite antivirus. Configurarea
programelor de tip firewall.
Selectia unui browser adecvat.

Policies for preventing
cyberattacks. Smart policies for
governance and management.
Application control. User
control. Network control.
Terminal control. Security
policies for mobile and remote
users. Monitoring, detection,
and recording policies. /Politici
de prevenire a atacurilor
informatice. Politici smart
pentru guvernanta si
management. Controlul
aplicatiilor. Controlul
utilizatorilor. Controlul retelelor.
Controlul terminalelor
informatice. Politici de
securitate pentru utilizatori
mobili si la distanta. Politici de
monitorizare, detectie si
inregistrare.

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,
exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

1 week — 2 hours / 1 saptamana
—2ore

Bibliography / Bibliogrdfie :

1. T.A. Johnson , “Cybersecurity: Protecting Critical Infrastructures from Cyber Attack and Cyber Warfare” , CRC Press, 2015.
2. P:W. Singe,r A. Friedman, “Cybersecurity and Cyberwar: What Everyone Needs to Know” , Oxford Press, 2014.

3. Kevin D. Mitnick, W.L. Simon , “The Art of Deception: Controlling the Human Element of Security” , 2003

4. A. S. Tanenbaum, “Modern Operating Systems”, 2nd edition (cel putin), Prentice Hall International

5. A. Silberschatz, P.B. Galvin, “Operating Systems Concepts”, 4th edition (cel putin), Addison Wesley

6. K. Zetter, “Countdown to Zero Day: Stuxnet and the Launch of the World's First Digital Weapon”, 2015

7.2 Seminary / laboratory /

Teaching methods / Metode de

Observations / Observatii

Seminar / laborator predare

Introduction to Windows, Linux, | Exercise, discussions and | 1 week — 2 hours / 1 saptamana
and MacOS X operating systems. | debate, modeling, project work, | —2 ore

Presentation of their specific | organized group work. /

security features. Introductory | Exercitiul, discutiile si

notions of operating system | dezbaterea, modelarea,

administration. / Introducere in | proiectul, lucrul in  grup

sistemele de operare Windows, | organizat.

Linux si MacOS X. Prezentarea
particularitatilor de securitate
ale fiecaruia. Notiuni
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introductive de administrare a

sistemelor de operare.

Introduction to virtual machines. | Exercise, discussions and | 1 week — 2 hours / 1 saptamana
Identifying viral attacks using | debate, modeling, project work, | — 2 ore

dedicated virtual machines. | organized group work. /

Highlighting the destructive | Exercitiul, discutiile Si

impact and analyzing data losses | dezbaterea, modelarea,

resulting from such attacks. / | proiectul, lucrul in  grup

Introducere Tn masini virtuale. | organizat.

Identificarea unor atacuri virale

folosind masini virtuale

dedicate. Evidentierea

impactului distructiv si analiza

pierderilor de date Tn urma

acestuia.

Analysis and investigation of | Exercise, discussions and | 1 week — 2 hours / 1 sdaptamana
antivirus applications. Signature- | debate, modeling, project work, | —2 ore

based analysis specifics. /| organized group work. /

Analiza si investigarea | Exercitiul, discutiile si

aplicatiilor de tip antivirus. | dezbaterea, modelarea,

Particularitati de analiza bazata | proiectul, lucrul Tn  grup

pe semnaturi. organizat.

Analysis and investigation of | Exercise, discussions and | 1 week — 2 hours / 1 saptamana
antivirus applications. | debate, modeling, project work, | — 2 ore

Heuristic/behavioral analysis | organized group work. /

specifics. / Analiza si investigarea | Exercitiul, discutiile Si

aplicatilor de tip antivirus. | dezbaterea, modelarea,

Particularitati de analiza | proiectul, lucrul Tn  grup

euristica/comportamentala. organizat.

Analysis and investigation of | Exercise, discussions and | 1 week — 2 hours / 1 saptamana
firewall applications. Signature- | debate, modeling, project work, | — 2 ore

based operation specifics. /| organized group work. /

Analiza si investigarea | Exercitiul, discutiile si

aplicatilor de tip firewall. | dezbaterea, modelarea,

Particularitati de functionare | proiectul, lucrul Tn  grup

bazata pe semnaturi. organizat.

Analysis and investigation of | Exercise, discussions and 1 week — 2 hours / 1 saptamana
firewall applications. | debate, modeling, project —2ore

Heuristic/traffic analysis-based work, organized group work.

Qpera'Fion specifi.cs. / Analiza ',si / Exercitiul, discutiile si

|{1vest|garea aplilca',(ul.ot .de tip dezbaterea, modelarea,

firewall. Particularitati de . A

functionare bazate oe pr0|ec_tul, lucrul in grup

euristici/analiza traficului de organizat.

date.

Administration of Windows | Exercise, discussions and | 1 week — 2 hours / 1 saptamana
operating systems from a | debate, modeling, project work, | —2 ore

security perspective. Generic | organized group work. /

and specific aspects for | Exercitiul, discutiile si
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preventing, detecting, and | dezbaterea, modelarea,
mitigating  cyber  risks. /| proiectul, lucrul in  grup
Administrarea sistemelor de | organizat.

operare Windows din
perspective securitatii.
Aspectele generice si particulare
pentru prevenirea, detectia si
mitigarea riscurilor cibernetice.

Bibliography / Bibliografie:

1. T.A. Johnson, “Cybersecurity: Protecting Critical Infrastructures from Cyber Attack and Cyber Warfare” , CRC Press, 2015.
2. P:W. Singe,r A. Friedman, “Cybersecurity and Cyberwar: What Everyone Needs to Know” , Oxford Press, 2014.

3. Kevin D. Mitnick, W.L. Simon , “The Art of Deception: Controlling the Human Element of Security” , 2003

4. A. S. Tanenbaum, “Modern Operating Systems”, 2nd edition (cel putin), Prentice Hall International

5. A. Silberschatz, P.B. Galvin, “Operating Systems Concepts”, 4th edition (cel putin), Addison Wesley

6. K. Zetter, “Countdown to Zero Day: Stuxnet and the Launch of the World's First Digital Weapon”, 2015

8. Unification of class contents with the expectations of the representatives of the
epistemic community, professional organisations and employers from the class’s
relevant field(s) of applicability / Coroborarea continuturilor disciplinei cu asteptdrile
reprezentantilor comunitatii epistemice, asociatiilor profesionale si angajatori
reprezentativi din domeniul aferent programului

Class contents corresponds to the curricula of other universities, from inside the country or from the European Union. The
practical contents (laboratory works) correspond to the local labor market requirements. /

Continutul disciplinei corespunde curriculei din alte centre universitare, din tard sau Uniunea Europeand. Continuturile
practice (lucrdri de laborator) corespund cerintelor de pe piata muncii locald.

9. Evaluation / Evaluare

Activity type / 9.1 Evaluation criteria / 9.2 Evaluation 9.3 Weight in
Tip activitate Criterii de evaluare methods / final grade /
Metode de Pondere din
evaluare nota finald
9.4 Lecture / Curs The evaluation considers the Written 35
following categories of examination;
knowledge:/ Evaluarea are in aCt"{e' ' '
vedere urmatoarele categorii de participation in
L course activities. /
cunostinte: . .
Examinare scrisa;
° General knowledge,

participare activa
la activitatile de
curs.

evaluated through a test
consisting of multiple-choice
questions or basic definitions/
cunostinte generale, evaluate
printr-un test cuprinzand intrebari
cu variante multiple de raspuns
sau definitii de baza

° Detailed knowledge,
evaluated through a test focusing
on the key concepts taught /
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cunostinte de detaliu, evaluate
printr-un test cuprinzand intrebari
orientate spre notiunile cheie
predate

° Algorithm usage, evaluated
through a test consisting of a set
of problems based on the
algorithms presented in the
course/ utilizarea algoritmilor,
evaluate printr-un test cuprinzand
un set de probleme pe baza
algoritmilor prezentati la curs.

Periodic assignments cover parts of Intermediate 15
the material, under conditions similar | written
to those of the final written exam. / examination. /
Lucrarile de control periodice acopera | Examinare scrisa
parti ale materiei, in conditii similare | intermediara
examenului scris final.
9.5 Seminary / laboratory | The evaluation considers the Evaluation of 15
/ Seminar / laborator following categories of homework,
knowledge: / Evaluarea are in additional
vedere urmatoarele categorii de activities;
s Evaluation of
cunostinte:
o laboratory

° General knowledge: the
use of basic UNIX commands /
cunostinte generale: utilizarea
comenzilor UNIX de baza

° Detailed knowledge: the
use of command-line structures
and the creation of simple scripts
using commands to solve medium-
difficulty tasks / cunostinte de
detaliu: utilizarea constructiilor
din linia de comanda si realizarea
de scenarii simple de utilizare a
comenzilor pentru rezolvarea unor
sarcini de dificultate medie

° dvanced knowledge: the
creation of complex scripts,
possibly using different tools
(shell, sed, awk, etc.) to solve
medium or high-difficulty tasks /
cunostinte avansate: realizarea de
scenarii complexe, eventual
folosind unelte diferite (shell, sed,

activity; Active
participation in
laboratory
activities. /
Evaluarea
temelor,
activitatilor
aditionale;
Evaluarea
activitatii la
laborator;
Participarea
activa la
activitatile de
laborator
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awk etc.) pentru rezolvarea unor
sarcini de dificultate medie sau
sporita

The homework assignments/reports Individual project, | 35
or projects cover parts of the material | group project. /
presented in the laboratory, under Proiect individual,
conditions similar to those of the proiect de grup.
laboratory examination. /
Temele/referatele sau proiectele
acopera parti ale materiei prezentate
la laborator, in conditii similare
examinarii de laborator.

9.6 Minimum performance standards / Standard minim de performantd

Written exam: / Examinare scrisa:

° To obtain a grade of 5, it is necessary to score above the minimum threshold (at least 60%) for
general knowledge, as well as demonstrate a minimum level of understanding and application of
some of the algorithms presented in the course (at least 40%). / Pentru nota 5 este necesara
obtinerea unui punctaj superior (minim 60%) pentru cunostintele generale, precum si dovedirea unui
nivel minim de intelegere si aplicare a unora dintre algoritmii prezentati la curs (minim 40%)

° To obtain a grade of 10, it is necessary to score above the minimum threshold (at least 75%)
for both general and detailed knowledge, as well as demonstrate a good understanding of the
presented algorithms / Pentru nota 10 este necesara obtinerea unui punctaj superior (minim 75%)
pentru cunostintele generale si cunostintele de detaliu, precum si o buna intelegere a algoritmilor
prezentati

Practical exams and laboratory activity: / Probe practice si activitate de laborator:

° To obtain a grade of 5, it is necessary to demonstrate a superior level (at least 60%) of
general knowledge, as well as a minimum level of understanding and application of the
detailed knowledge previously presented./ Pentru nota 5 este necesara obtinerea unui nivel
superior (minim 60%) pentru cunostintele generale, precum si a unui nivel minim de
intelegere si utilizare a cunostintelor de detaliu prezentate anterior.

° To obtain a grade of 10, it is necessary to demonstrate a superior level (at least 80%)
of advanced knowledge, as specified before./ Pentru nota 10 este necesard dovedirea unui
nivel superior (minim 80%) pentru cunostintele avansate, precizate anterior.

Date of completion / Teacher for class /
Data completdrii Titular de disciplind
Date of approval inside department / Department director /

Data avizdrii in departament Director de departament
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