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CURRICULUM DESCRIPTION /

FISA DISCIPLINEI

1. Program information / Date despre program

1.1 Higher education institution /
Institutia de invdtdmdnt superior

West University of Timisoara / Universitatea de Vest din
Timisoara

1.2 Faculty / Department /
Facultatea / Departamentul

Mathematics and Informatics / Matematicé si Informaticé

1.3 Department / Departamentul

Informatics / Informaticd

1.4 Study area / Domeniul de studii

Informatics / Informaticd

1.5 Sutyd cycle / Ciclul de studii

Masters / Master

1.6 Study program / Qualification /
Programul de studii / Calificarea

Cybersecurity / Specialist in security-focused procedures and
tools for information systems / Securitate Ciberneticd /
Specialist in proceduri si instrumente de securitate a
sistemelor informatice

2. Curriculum information / Date despre disciplind

2.1 Name of class / Denumirea
disciplinei

Security and intelligence studies: concepts, methods,
thematic areas / Studii de securitate Si intelligence$
concepte, metode, arii tematice

2.2 Teacher for lecture / Titularul
activitdtilor de curs

Lect. Univ. Dr. Catalin Peptan

2.3 Teacher for laboratory / Titularul
activitdtilor de seminar

Lect. Univ. Dr. Catalin Peptan

2.4 Year of study |1

/ Anul de studiu Semestrul

2.5 Semester / 1

2.7 Type of class/ | CO
Regimul disciplinei

2.6 Evaluation E
type / Tipul de
evaluare

3. Estimated total time (hours per semester for didactic activities) / Timpul total estimat
(ore pe semestru al activitdtilor didactice)

3.1 Hours per week / 3 | of which/ 2 |33 1
Numdr de ore pe sdptdmdnd din care: seminary/laboratory /
3.2 lecture / curs seminar/laborator
3.4 Hours in curriculum plan / of which / 2 | 3.6 14
Total ore din planul de invdatdmant 2 | dincare: 8 | seminary/laboratory /
3.5 lecture / curs seminar/laborator
Time distribution: / Distributia fondului de timp: hour
s/
ore
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Study time using the manual, lecture reading material, bibliography and notes / 35
Studiul dupd manual, suport de curs, bibliografie si notite

Suplimentary documentation inside a library, or online / on the field / 25
Documentare suplimentard in bibliotecd, pe platformele electronice de specialitate / pe teren

Seminary/laboratory preparation, homework, research paper, portfolios and essays / 20
Pregdtire seminare / laboratoare, teme, referate, portofolii si eseuri

Tutorship /
Tutoriat

Exminations / 3
Examindri

Other activities /
Alte activitdti

3.7 Total hours of individual study / 83
Total ore studiu individual

3.8 Total hours per semester / 125
Total ore pe semestru
3.9 Number of credits / 5

Numdrul de credite

4. Preconditions (where applicable) / Preconditii (acolo unde este cazul)

4.1 for curriculum / | e Knowledge in the fields of: International Relations, Foreign Policy
de curriculum and Diplomacy, International Governance, Communication
Sciences. / Cunostinte In domeniile: Relatii Internationale,
Politica externa si diplomatie, Guvernanta internationala, Stiintele

Comunicarii.
4.2 for ° Knowledge in the fields of: International Relations, Foreign Policy
competencies / de and Diplomacy, International Governance, Communication
competente Sciences. / Cunostinte In domeniile: Relatii Internationale,

Politica externd si diplomatie, Guvernantd internationald, Stiintele
Comunicarii.

5. Conditions (where applicable) / Conditii (acolo unde este cazul)

5.1 for lecture development / de desfdsurare a | a.) For online activities: google classroom,
google meet / Desfasurarea activitatilor in
varianta on-line: Platforma de

elearning google classroom;

Sistem de videoconferinta google meet.

b.) For in persons activities: Whiteboard,
video-projector, internet connected laptop,
classroom with proper equipment /
Desfasurarea activitatilor in varianta ,,fata in
fata”:

cursului
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Tabla dotata cu instrumente de scris; Video-
proiector; Laptop avand conexiune la internet;
Sala de curs adecvata pentru gazduirea in
conditii bune a studentilor.

5.2 for seminary/laboratory development / de | a.) For online activities: google classroom,
google meet / Desfasurarea activitatilor in
varianta on-line: Platforma de

elearning google classroom

Sistem de videoconferinta google meet

b.) For in persons activities: Whiteboard,
video-projector, internet connected laptop,
classroom with proper equipment /
Desféasurarea activitatilor in varianta ,,fata in
fata”:

Tabla dotata cu instrumente de scris; Video-
proiector; Laptop avand conexiune la internet;
Sald de curs adecvata pentru gazduirea in
conditii bune a studentilor.

desfdsurare a seminarului / laboratorului

6. Class objectives — expected learning results, contributed to by reading and passing of
the class / Obiectivele disciplinei - rezultate asteptate ale invdtdrii la formarea cdrora
contribuie parcurgerea si promovarea disciplinei

Main objective e Acquisition of skills in capturing, analyzing, and interpreting security
/ Obiectivul issues. / Dobandirea de capacitati de captare, analiza si interpretare
general al in problematica securitatii.
disciplinei
Specific e Understanding the security risks and threats that state entities are
objectives / exposed to in the context of globalization; / Intelegerea riscurilor si
Obiectivele

amenintarilor de securitate la care sunt supuse entitatile statale in
contextul globalizarii;

e Practicing competencies in solving security-related problems; /
Exersarea competentelor de solutionare a unor situatii problema, de
factura securitara;

e Practicing competencies in anticipating the developments of security
risks at national/international level. / Exersarea competentelor de
anticipare a evolutiilor riscurilor de securitate 1n plan
national/international.

specifice
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e Acquiring the main concepts, models and orientations promoted by the
schools of thought in the fields of security and intelligence; / Insusirea
principalelor concepte, modele si orientari promovate de scolile de
gandire In domeniul securitatii si a intelligence-ului;

e Applying the fundamentals of social and political theories in
understanding, analyzing and evaluating the socio-political
organization; / Aplicarea fundamentelor teoriilor sociale si politice n
intelegerea, analizarea si evaluarea organizarii Socio-politice;

e Ultilizing the decision-making and analysis methodologies in the field
of security in the context of globalization; / Utilizarea metodologiilor
de analiza si decizie in domeniul securitdtii, in contextul fenomenului

globalizarii,
Knowlqut’-‘/ e Interpreting and efficiently exploiting the information within public
Cunostinte and private organizations; / Interpretarea si valorificarea eficienta a

informatiilor in cadrul organizatiilor publice si private;

e Attaining the expertise necessary for negotiating and mediating
between groups with diverse interests; / Dobandirea expertizei
necesare negocierii $i medierii intre grupuri cu interese diverse;

e Ensuring an effective management of the relationships within public
and private organizations and institutions; / Asigurarea unui
management eficace al relatiilor din cadrul organizatiilor i institutiilor
publice si private;

« Consolidating the fundamental knowledge regarding the spatial
dimension of power relations; / Consolidarea cunostintelor
fundamentale privind dimensiunea spatiald a relatiilor de putere;
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Abilities /
Abilitéti

Developing critical thinking; / Dezvoltarea spiritului critic.
Possessing the ability to interact in society; / Aptitudinea de a
interactiona in societate;

Applying effective teamwork techniques in accordance with diverse
hierarchical levels; / Aplicarea tehnicilor de munca eficienta in echipa
multidisciplinara corespunzatoare diverselor paliere ierahice;
Managing specific information (reception, transmission, processing,
storage) for the resolution of complex tasks in the context of
globalization; / Gestionarea informatiilor specifice (receptarea,
transmiterea, prelucrarea, stocarea) rezolvarii sarcinilor complexe, in
contextul globalizarii,

Forming a valorizing, constructive attitude towards knowledge of the
spatial, structural and functional dimensions of exercise of power, in
the context of ensuring social security; / Formarea unei atitudini
valorizante, constructive fatd de cunoasterea dimensiunilor spatiale,
structurale si functionale din sfera exercitiului puterii, in contextul
asigurdrii securitatii societale;

Understanding the importance of national and supranational
institutions in ensuring security (national, regional, global); /
Intelegerea importantei institutiilor nationale si supranationale in
asigurarea securitdtii (nationale, regionale, globale) ;

Developing specific aptitudes in the field of socio-political sphere
analysis and the systemic conditionings to which it is subjected. /
Deprinderea unor aptidudini specifice in domeniul analizei sferei
socio-politice si a conditionarilor sistemice la care este aceasta este
supusa.

7. Contents / Continuturi

7.1 Lecture / Curs Teaching methods / Metode de | Observations / Observatii
predare
1. Introductory course / Curs | Discussion of organizational
introductiv. issues. Presentation of the 1 week - 2h
course content, bibliography,
and examination system. /
Discutarea unor chestiuni
organizatorice. Prezentarea
continutului cursului, a
bibliografiei si a sistemului
de examinare.
2. Considerations regarding Presentation, exemplification, | 1 week - 2h
the concept of security / definition / Expunere,
Consideratii privind exemplificare, definire.
conceptul de securitate.
3. Current peculiarities of the | Presentation, exemplification, | 1 week - 2h
international security definition / Expunere,
environment. / Particularitati | exemplificare, definire.
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actuale ale mediului

international de securitate.

4. The influences of the Presentation, exemplification, | 1 week - 2h
globalization phenomenon on | definition / Expunere,

societal security. / exemplificare, definire.

Influentele fenomenului

globalizarii asupra securitatii

societale.

5. Security challenges at the Presentation, exemplification, | 1 week - 2h
beginning of the 21st century | definition / Expunere,

Part 1/ Provovari securitare la | exemplificare, definire.

inceputul secolului XXI.

Partea I-a.

6. Security challenges at the Presentation, exemplification, | 1 week - 2h
beginning of the 21st century | definition / Expunere,

Part 2/ Provovari securitare la | exemplificare, definire.

inceputul secolului XXI.

Partea a l1-a.

7. Security institutions. Presentation, exemplification, | 1 week - 2h
Organization and functioning | definition / Expunere,

/ Institutii de securitate. exemplificare, definire.

Organizare si functionare.

8. Information and Presentation, exemplification, | 1 week - 2h
intelligence in the security definition / Expunere,

equation / Informatie si exemplificare, definire.

Intelligence in ecuatia

securitara.

9. Intelligence institutions. Presentation, exemplification, | 1 week - 2h
Organization and functioning | definition / Expunere,

/ Institutii de Intelligence. exemplificare, definire.

Organizare si functionare.

10. The intelligence process. | Presentation, exemplification, | 1 week - 2h
Information collection / definition / Expunere,

Procesul de intelligence. exemplificare, definire.

Colectarea informatiilor.

11. The Intelligence process. | Presentation, exemplification, | 1 week - 2h
Analysis and dissemination / | definition / Expunere,

Procesul de Intelligence. exemplificare, definire.

Analiza si diseminare.

12. Intelligence and strategic | Presentation, exemplification, | 1 week - 2h
decision-making / definition / Expunere,

Intelligence si decizie exemplificare, definire.

strategica.

13. ntelligence Presentation, exemplification, | 1 week - 2h
transformation. Intelligence definition / Expunere,

control. / Partnership, exemplificare, definire.

cooperation, and
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communication in
intelligence / Parteneriat,
cooperare si comunicare in
Intelligence.
14. Transformarea
Intelligence-ului. Controlul
Intelligence-ului.
Bibliography / Bibliografie :
1. Balaban, C. Gheorghe, Securitatea si dreptul international. Provocari la inceput de
secol XXI, Editura C.H. Beck, Bucuresti, 2006.

Presentation, exemplification, | 1 week - 2h
definition / Expunere,

exemplificare, definire.

2. Johson, Loch, K., (editor), The Handbook of National Security and Intelligence, Oxford
University Press, 2012.
3. Klador, Mary, Securitate Umana. Reflexii asupra globalizarii si interventiei, Editura CA
Publishing, 2007.
4. Maior, G., C.,(coordonator), Un razboi al mintii, Intelligence, servicii de informatii si
cunoagtere strategica in secolul XXI, Editura RAO, Bucuresti, 2010.

5. Mostofei, Constantin, s.a., Stabilitate si securitate regionala, Editura Universitatii
Nationale de Aparare ,,Carol I, Bucuresti, 2009.

6. Fukuyama, Francis, Constructia statelor. Guvernarea si ordinea mondiald in secolul
XXI, Bucuresti, Antet, 2004.

7. Held, David, McGrew, Anthony, Goldblatt, David, Perraton, Jonathan, Transformdari
globale. Politica, economie §i cultura, lasi, Polirom, 2004.

8. Herbert, E., Mayer, Adevarata lume a intelligence-ului, Neww York, 1987.

9. Hobsbawm, Eric, Globalizare, Democratie si Terorism, Editura Cartier, Chisinau, 2016.

10. Hirst, Paul, Razboi si putere in secolul XXI. Statul, conflictul militar §i sistemul
international, Bucuresti, Antet, 2012.
11. Nitu, lonel, Analiza de intelligence, Editura RAO, Bucuresti, 2012.
12. Palsoiu, Ion, Studii de Securitate, Editura MJM, Craiova, 2010.
13. Petrescu, Stan, Despre intelligence. Spionaj-contraspionaj, Editura Militara, Bucuresti,
2007;
14. Shulsky, N., Schmitt, G., Razboiul tacut. Privire asupra lumii informatiei, Ed. 3-a,
Potomac Books, Washington DC.
15.Troncota, Cristian, Studii de Securitate, Universitatea ,,Lucian Blaga” Sibiu,
Facultatea de Stiinte Politice, Relatii Internationale si Studii de Securitate, Sibiu, 2008.

7.2 Seminary / laboratory /
Seminar / laborator

Teaching methods / Metode de
predare

Observations / Observatii

1. Introductory  seminar:

group establishment, topic
presentation, bibliography
discussion. /  Seminar
introductiv: stabilirea

Brainstorming,  evaluation,
guestionnaire, simulation,
teamwork. / Brainstorming,

evaluare, chestionare,
simulare, lucrul Tn echipe.

1 week - 2h
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grupelor, prezentarea temelor,
discutarea bibliografiei.

2. The concept of security;
current peculiarities of the
international security
environment; case study. /
Conceptul  de  securitate;
Particularitdti  actuale ale
mediului  international de
securitate; Studiu de caz.

Debate; argumentation; text
analysis | Dezbatere;
argumentare; analiza text

1 week - 2h

3. Security challenges at the
beginning of the 21st century;
case study. | Security
challenges at the beginning of
the 21st century; case study.
Debate; argumentation; text
analysis /" Provovari
securitare la  inceputul
secoluluiXXI; Studiu de caz.

Debate; argumentation; text
analysis | Dezbatere;
argumentare; analiza text

1 week - 2h

4.  Security institutions.
Organization and functioning;
information and intelligence
in the security equation. Case
study / Institutii de securitate.
Organizare si  functionare;
Informatie si Intelligence in
ecuatia securitard. Studiu de
caz.

Debate; argumentation; text
analysis / Dezbatere;
argumentare; analiza text

1 week - 2h

5. The intelligence process.
Information collection;
analysis and dissemination;
case study. / Procesul de
intelligence. Colectarea
informatiilor;  Analizd i
diseminare; Studiu de caz.

Debate; argumentation; text
analysis / Dezbatere;
argumentare; analiza text

1 week - 2h

6. Intelligence and strategic
decision-making; partnership,
cooperation, and
communication in
intelligence. Case study. /
Intelligence si decizie
strategicad; Parteneriat,
cooperare §i comunicare in
Intelligence. Studiu de caz.

Debate; argumentation; text
analysis / Dezbatere;
argumentare; analiza text

1 week - 2h

7. Intelligence transformation;
intelligence control in modern
society; case study. Debate;

Debate; argumentation; text
analysis / Dezbatere;
argumentare; analiza text

1 week - 2h
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argumentation; text analysis /
Transformarea Intelligence-
ului; Controlul Intelligence-
ului In societatea moderna;
Studiu de caz.
Bibliography / Bibliografie:

2. Balaban, C. Gheorghe, Securitatea si dreptul international. Provocari la inceput de

secol XXI, Editura C.H. Beck, Bucuresti, 2006.

2. Johson, Loch, K., (editor), The Handbook of National Security and Intelligence, Oxford
University Press, 2012.
3. Klador, Mary, Securitate Umana. Reflexii asupra globalizarii si interventiei, Editura CA
Publishing, 2007.
9. Maior, G., C.,(coordonator), Un razboi al mintii, Intelligence, servicii de informatii si
cunoastere strategica in secolul XXI, Editura RAO, Bucuresti, 2010.

10. Mostofei, Constantin, s.a., Stabilitate si securitate regionala, Editura Universitatii
Nationale de Aparare ,,Carol I, Bucuresti, 2009.

11. Fukuyama, Francis, Constructia statelor. Guvernarea si ordinea mondiald in secolul
XXI, Bucuresti, Antet, 2004.

12. Held, David, McGrew, Anthony, Goldblatt, David, Perraton, Jonathan, Transformari
globale. Politica, economie si cultura, lasi, Polirom, 2004.

13. Herbert, E., Mayer, Adevarata lume a intelligence-ului, Neww York, 1987.

9. Hobsbawm, Eric, Globalizare, Democratie si Terorism, Editura Cartier, Chisinau, 2016.
10. Hirst, Paul, Razboi si putere in secolul XXI. Statul, conflictul militar §i sistemul
international, Bucuresti, Antet, 2012.
11. Nitu, lonel, Analiza de intelligence, Editura RAO, Bucuresti, 2012.
12. Palsoiu, Ion, Studii de Securitate, Editura MJM, Craiova, 2010.
13. Petrescu, Stan, Despre intelligence. Spionaj-contraspionaj, Editura Militara, Bucuresti,
2007;
14. Shulsky, N., Schmitt, G., Razboiul tacut. Privire asupra lumii informatiei, Ed. 3-a,
Potomac Books, Washington DC.
15.Troncota, Cristian, Studii de Securitate, Universitatea ,,Lucian Blaga” Sibiu,
Facultatea de Stiinte Politice, Relatii Internationale si Studii de Securitate, Sibiu, 2008.

8. Unification of class contents with the expectations of the representatives of the
epistemic community, professional organisations and employers from the class’s
relevant field(s) of applicability / Coroborarea continuturilor disciplinei cu asteptdrile
reprezentantilor comunitatii epistemice, asociatiilor profesionale si angajatori
reprezentativi din domeniul aferent programului

Class contents corresponds to the curricula of other universities, from inside the country or from the European Union. The
practical contents (laboratory works) correspond to the local labor market requirements. /
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Continutul disciplinei corespunde curriculei din alte centre universitare, din tard sau Uniunea Europeand. Continuturile

practice (lucrdri de laborator) corespund cerintelor de pe piata muncii locald.

9. Evaluation / Evaluare

Activity type / 9.1 Evaluation | 9.2 Evaluation methods / 9.3 Weight
Tip activitate criteria / Metode de evaluare in final

Criterii de grade /

evaluare Pondere din

nota finald

9.4 Lecture / Curs Continuous a. Conducting activities in a "face- | 50%

assessment to-face" format: / Desfasurarea

throughout activitatilor in Va_rianta ,,fa‘ité in fatd”:

the semester- Exam - evaluation of p_rOJect/essay.

/ Examen — evaluare proiect/eseu,

/" Evaluare b. Conducting activities online: /

continua  pe Desfasurarea activitatilor in varianta

parcursul on-line:

semestrului 1. Online assessment throughout

the semester, through the
presentation of individual and/or
team projects, with a weight of 50%
of the final grade. / Evaluare online
pe parcurs, prin prezentarea de
teme/proiecte individuale si/sau de
echipa, cu pondere de 50% din nota
finala.
2. Final assessment on the e-learning
platform, through submission of a
project/essay, with a weight of 50% of
the final grade. / Evaluare finala pe
platforma de e-learning, prin transmitere
de proiect/eseu, cu pondere de 50% din
nota finala.
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9.5 Seminary / Attendance, a. Conducting activities in a "face- | 50%

laboratory / Seminar /| seminar to-face" format: / Desfasurarea

laborator activity, activitatilor in varianta ,,fatd in fata”:
presentations Individual seminar activity. /
: / Prezenta, Activitate individuala de seminar.
activitate de b. Conducting activities online: /
seminar, Desfasurarea activitatilor n varianta
referate on-line:

Active participation through

dedicated platforms; evaluation of
presentations based on criteria such as
structure, writing norms, analytical tools
used; attendance requirements.
/ Participare activd prin intermediul
platformelor  dedicate; evaluarea
referatelor pornind de la criterii precum
structura, normele de redactare,
instrumentele analitice utilizate; regimul
prezentelor.

9.6 Minimum performance standards / Standard minim de performantd

Students can obtain a passing grade (5) if they provide acceptable evidence of meeting at least 50% of
the exam requirements and the minimum requirements for seminar activities (participation in debates,
completion of at least one thematic presentation, etc.). / Studentii pot obtine nota 5, daca fac dovada
indeplinirii acceptabile a cel putin 50% din cerintele la examen si a cerintelor minimale de la activitatile
de seminar (participare la dezbateri, realizarea a cel putin unui referat tematic etc.).

Date of completion / Teacher for class /
Data completdrii Titular de disciplind
Date of approval inside department / Department director /

Data avizdrii in departament Director de departament

secretariat@e-uvt.ro
WWW.UVt.ro



about:blank

