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CURRICULUM DESCRIPTION /
FISA DISCIPLINEI

1. Program information / Date despre program
1.1 Higher education institution / West University of Timisoara / Universitatea de Vest din

Institutia de invatdmdnt superior | Timisoara
1.2 Faculty / Department /
Facultatea / Departamentul

Mathematics and Informatics / Matematicd si Informaticd

1.3 Department / Departamentul Informatics / Informaticd
1.4 Study area / Domeniul de studii Informatics / Informaticd
1.5 Sutyd cycle / Ciclul de studii Masters / Master

Cybersecurity / Specialist in security-focused procedures and
1.6 Study program / Qualification / tools for information systems / Securitate Ciberneticd /
Programul de studii / Calificarea Specialist in proceduri si instrumente de securitate a
sistemelor informatice

2. Curriculum information / Date despre disciplind

2.1 Name of class / Denumirea Security of distributed applications/ Securitatea
disciplinei aplicatiilor distribuite

2.2 Teacher for lecture / Titularul Dana Petcu

activitdtilor de curs

2.3 Teacher for laboratory / Titularul Dana Petcu

activitdtilor de seminar

2.4Yearof study |1 2.5 Semester / 1 2.6 Evaluation E 2.7 Type of class/ | DA
/ Anul de studiu Semestrul type / Tipul de Regimul disciplinei
evaluare

3. Estimated total time (hours per semester for didactic activities) / Timpul total estimat
(ore pe semestru al activitatilor didactice)

3.1 Hours per week / 3 | of which/ 2 |33 1
Numdr de ore pe sGptamdnd din care: seminary/laboratory /

3.2 lecture / curs seminar/laborator
3.4 Hours in curriculum plan / 42 | of which/ 28 | 3.6 14
Total ore din planul de invatdmdnt din care: seminary/laboratory /

3.5 lecture / curs seminar/laborator
Time distribution: / Distributia fondului de timp: hours

/ ore

Study time using the manual, lecture reading material, bibliography and notes / 48
Studiul dupd manual, suport de curs, bibliografie si notite
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Suplimentary documentation inside a library, or online / on the field / 8
Documentare suplimentard in bibliotecd, pe platformele electronice de specialitate / pe teren
Seminary/laboratory preparation, homework, research paper, portfolios and essays / 48
Pregdtire seminare / laboratoare, teme, referate, portofolii si eseuri

Tutorship / 8
Tutoriat

Exminations / 6
Examindri

Other activities /
Alte activitati

3.7 Total hours of individual study / 118
Total ore studiu individual

3.8 Total hours per semester / 160
Total ore pe semestru

3.9 Number of credits / 5
Numadrul de credite

4. Preconditions (where applicable) / Preconditii (acolo unde este cazul)

4.1 for curriculum / | e Computer networks, Computer architecture / Retele de calculatoare,
de curriculum Arhitectura calculatoarelor

4.2 for . Java programming / Programare Java

competencies / de

competente

5. Conditions (where applicable) / Conditii (acolo unde este cazul)

5.1 for lecture development / de desfdsurare a Online, Google meet, Course materials from
http://staff.fmi.uvt.ro/~dana.petcu/distrib.htm /
Online, conectivitare la Google Meet, consultare
materiale de pe pagina web a cursului
http://staff.fmi.uvt.ro/~dana.petcu/distrib.htm

cursului

5.2 for seminary/laboratory development / de Online, PC installation of Eclipse, WTP, GAE si
Azure, Course materials from
http://staff.fmi.uvt.ro/~dana.petcu/distrib.htm
/ / online, instalare pe calculator personal:
Eclipse, WTP, GAE si Azure, consultare
materiale de pe pagina web a cursului
http://staff.fmi.uvt.ro/~dana.petcu/distrib.htm

desfdsurare a seminarului / laboratorului

6. Class objectives — expected learning results, contributed to by reading and passing of
the class / Obiectivele disciplinei - rezultate asteptate ale invdtdrii la formarea cdrora
contribuie parcurgerea si promovarea disciplinei
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« Familiarization with designing, describing, and implementing
Knowleqlge / distributed systems / Familiarizarea cu proiectarea, descrierea si
Cunostinte implementarea sistemelor distribuite.
e Ability to identify, design, and describe a distributed system //
Capacitatea de a identifica, proiecta, descrie un sistem distribuit
Abilities / e Ability to implement a distributed system / Capacitatea de a
Abilitdti implementa un sistem distribuit
e Ability to use distributed systems / Capacitatea de a utiliza sisteme
distribuite
Responsability « Ability to communicate knowledge related to distributed systems
and autonomy / used in different fields of activity. Capacitatea de a implementa un
Responsabilitate sistem distribuit
si autonomie

7. Contents / Continuturi

7.1 Lecture / Curs

Teaching methods /
Metode de predare

Observations / Observatii

C1. (2h) What is a
distributed system. Modern
technologies for distributed
systems/ Ce este un sistem
distribuit. Tehnologii
moderne pt. sisteme
distribuite

Lecture, conversation,
exemplification / Prelegere,
conversatie, exemplificare

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD1-
RO.pdf
http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS1-
RO.pdf

C2. (2h) Design and
Middleware. P2P / Design si
Middleware. P2P

Lecture, conversation,
exemplification / Prelegere,
conversatie, exemplificare

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD2-
RO.pdf
http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS2-
RO.pdf

C3. (2h) Client-server
communication model. Grid
/ Comunicare in modelul
client-server. Grid

Lecture, conversation,
exemplification / Prelegere,
conversatie, exemplificare

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD3-
RO.pdf
http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS3-
RO.pdf

C4. (2h) Remote Procedure
Call (RPC). Ubiquitous

Lecture, conversation,
exemplification / Prelegere,

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD4-

computing / Apel de conversatie, exemplificare RO.pdf
procedura la distanta (RPC). http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS4-
Calcul ominiprezent RO.pdf

C5. (2h) Group
communication.

Lecture, conversation,
exemplification / Prelegere,

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD5-

Virtualization / Comunicare | conversatie, exemplificare RO.pdf
in grup. Virtualizare http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS5-
RO.pdf

C6. (2h) Clock
synchronization - Part 1.
Service-based architectures
/ Sincronizarea ceasurilor -
partea 1. Arhitecturi bazate
pe servicii

Lecture, conversation,
exemplification / Prelegere,
conversatie, exemplificare

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD6-
RO.pdf
http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS6-
RO.pdf
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C7.(2h) Clock
synchronization - Part 2.
Web Services /
Sincronizarea ceasurilor -
partea 2. Servicii Web

Lecture, conversation,
exemplification / Prelegere,
conversatie, exemplificare

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD7-
RO.pdf
http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS7-
RO.pdf

C8. (2h) Distributed mutual
exclusion. XML and WSDL
/ Excludere mutuala
distribuita. XML si WSDL

Lecture, conversation,
exemplification / Prelegere,
conversatie, exemplificare

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD8-
RO.pdf
http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS8-
RO.pdf

C9. (2h) Deadlock and its
treatment. SOAP / Impasul
si tratarea acestuia. SOAP

Lecture, conversation,
exemplification / Prelegere,
conversatie, exemplificare

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD9-
RO.pdf
http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS9-
RO.pdf

C10. (2h) Elections. UDDI
/ Alegeri. UDDI

Lecture, conversation,
exemplification / Prelegere,
conversatie, exemplificare

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD10-
RO.pdf
http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS10-
RO.pdf

C11 (2h) Failure tolerance.
REST / Toleranta
esecurilor. REST

Lecture, conversation,
exemplification / Prelegere,
conversatie, exemplificare

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD11-
RO.pdf
http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS11-
RO.pdf

C12 (2h) Atomic
transactions. Web 2.0 and

Lecture, conversation,
exemplification / Prelegere,

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD12-

Web applications / conversatie, exemplificare RO.pdf
Tranzactii atomice. Web 2.0 http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS12-
si aplicatii Web RO.pdf

C13 (2h) Models of
distributed systems. Data

Lecture, conversation,
exemplification/ Prelegere,

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD13-

services / Modele ale conversatie, exemplificare RO.pdf
sistemelor distribuite. http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS13-
Servici de date RO.pdf

C14 (2h) Real-time systems.
Public and commercial
services / Sisteme in timp
real. Servicii publice si
comerciale

Lecture, conversation,
exemplification / Prelegere,
conversatie, exemplificare

Slides / Slide-uri:
http://staff.fmi.uvt.ro/~dana.petcu/distrib/SD14-
RO.pdf
http://staff.fmi.uvt.ro/~dana.petcu/distrib/TDS14-
RO.pdf

Bibliography / Bibliogrdfie :

[1] D.Petcu, V.Negru, Distributed processing (in Romanian), Ed. Univ. de Vest, Timisoara, 2002.
[2] Joe Clabby, Web Services Explained: Solutions and Applications for the Real World, Prentice Hall PTR,

2002

[3] Thomas Erl, Service-Oriented Architecture: Concepts, Technology, and Design, Prentice Hall PTR, 2005
[4] Andrew S. Tanenbaum, Marteen Van Steen, Distributed Systems. Principles and Paradigms, CreateSpace
Independent Publishing Platform, 2016

[5] George Coulouris, Jean Dollimore, Tim Kindberg, Gordon Blair, Distributed Systems. Concepts and Design,

Addison-Wesley, 2012

[6] Ray. Rafaels, Cloud Computing: From beginning to end, CreateSpace Independent Publishing, 2015

7.2 Seminary / laboratory
/ Seminar / laborator

Teaching methods /
Metode de predare

Observations / Observatii

L1. (1h) Java Sockets. TCP
Sockets / Socluri in Java.
Socluri TCP

Problematicizing, dialogue,
and learning through
collaboration /

Students have access to the synthesis of the
laboratory theme and the statements of the
problems recommended for resolution (from
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Problematizare, dialog, | the manual available at
invatare prin colaborare http://staff.fmi.uvt.ro/~dana.petcu/distrib.htm).
The teaching staff provides additional details,
answers students' questions, and
checks/evaluates how students have solved the
problem / Studentii au acces la sinteza aferenta
tematicii de laborator si la enunturile
problemelor recomandate spre rezolvare (din
manual disponibil la
http://staff.fmi.uvt.ro/~dana.petcu/distrib.htm).
Cadrul didactic oferd detalii suplimentare,
raspunde intrebdrilor studentilor si verificd/
evalueazd modul in care studentii au rezolvat
problemele.
L2. (1h) Streams, Readers, | Problematicizing, dialogue, | Idem
and Writers for 1/O /| and learning through
Streams, Readers si Writers | collaboration /
pentru I/O Problematizare, dialog,
invatare prin colaborare
L3. (1h) UDP Sockets / | Problematicizing, dialogue, | Idem
Socluri UDP and learning through
collaboration /
Problematizare, dialog,
invatare prin colaborare
L4. (1h) Sending and | Problematicizing, dialogue, | Idem
Receiving Encoded Data / | and learning through
Expediere si receptionare de | collaboration /
date codate Problematizare, dialog,
invatare prin colaborare
L5. (1h) Remote Method | Problematicizing, dialogue, | Idem
Invocation (RMI) /| and learning through
Invocarea metodelor de | collaboration /
distanta (RMI) Problematizare, dialog,
invatare prin colaborare
L6. (1h) NIO - 1/0 packages | Problematicizing, dialogue, | Idem
and learning through
collaboration /
Problematizare, dialog,
invatare prin colaborare
L7. (1h) Building Web | Problematicizing, dialogue, | Idem
Services with Eclipse WTP / | and learning through
Construirea serviciilor Web | collaboration /
cu Eclipse WTP Problematizare, dialog,
invatare prin colaborare
L8. (1h)  Automatic | Problematicizing, dialogue, | Idem
generation of Web Service | and learning through
clients with Eclipse WTP / | collaboration /
Construirea  automata a | Problematizare, dialog,
clientilor serviciilor Web cu | invétare prin colaborare
Eclipse WTP
L9. (1h) Programming a | Problematicizing, dialogue, | Idem
Web Service client with | and learning through
Eclipse WTP / Programarea | collaboration /
unui client a unui serviciu | Problematizare, dialog,
Web cu Eclipse WTP invatare prin colaborare
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L10. (1h) Writing a client | Problematicizing, dialogue, | Idem
for a public service / Scrierea | and learning through
unui client a unui serviciu | collaboration /
public Problematizare, dialog,
invatare prin colaborare

L11. (1h) Cloud computing - | Problematicizing, dialogue, | Idem
Google platform and tools | and learning through

for Eclipse / Cloud | collaboration /
computing -  platforma | Problematizare, dialog,
Google si uneltele pentru | invitare prin colaborare

Eclipse

L12. (1h) Cloud computing - | Problematizare, dialog, | Idem

writing a simple application | invatare prin colaborare
with Google App Engine /
Cloud computing - scrierea
unui  aplicatii simple cu
Google App Engine

L13. (1h) Cloud computing - | Problematizare, dialog, | Idem
Azure - using Docker. / | invatare prin colaborare
Cloud computing - Azure -
writing a simple web
application / Cloud
computing - Azure -
scrierea unui aplicatii web
simple

L14. (1h) Cloud computing | Problematizare, dialog, | Idem
— Azure — utilizare Docker invétare prin colaborare

Bibliography / Bibliografie:

[1] Binildas CA, Malhar Barai, Vincenzo Caselli, Service Oriented Architecture with Java. Using SOA
and web services to build powerful Java applications, Packt Publishing Ltd., 2008

[2] Kenneth L. Calvert, Michael J. Donahoo. TCP/IP sockets in Java : practical guide for
programmers, 2nd ed., Elsevier, 2008

[3] John Paul Mueller, Mining Google Web Services: Building Applications with the Google API,
Sybex, 2004

[4] James Murty, Programming Amazon Web Services, O'Reilly, 2008

[5] John Long, Cloud Native Java, O’Reilly, 2017

8. Unification of class contents with the expectations of the representatives of the
epistemic community, professional organisations and employers from the class’s
relevant field(s) of applicability / Coroborarea continuturilor disciplinei cu asteptdrile
reprezentantilor comunitdtii epistemice, asociatiilor profesionale si angajatori
reprezentativi din domeniul aferent programului

Class contents corresponds to the curricula of other universities, from inside the country or from the European Union. The
practical contents (laboratory works) correspond to the local labor market requirements. /

Continutul disciplinei corespunde curriculei din alte centre universitare, din tard sau Uniunea Europeand. Continuturile
practice (lucrdri de laborator) corespund cerintelor de pe piata muncii locald.

9. Evaluation / Evaluare

Activity type / 9.1 Evaluation criteria / 9.2 Evaluation 9.3 Weight in
Tip activitate Criterii de evaluare methods / final grade /
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Metode de Pondere din
evaluare nota finald
9.4 Lecture / Curs Familiarity with issues associated with Written Exam /| 50%
distributed systems and their resolution / Examen scris in
Cunoasterea problemelor asociate cu sesiunea de
sistemele distribuite si a solutionarii examene
acestora
9.5 Seminary / laboratory | Ability to design and program a Project presentation | 50%
/ Seminar / laborator distributed system / Capacitatea de a session/  Evaluare
proiecta si programa un sistem distribuit orala a proiectului
software (tema
semestriala)

9.6 Minimum performance standards / Standard minim de performantd

. Capacity to write a simple distributed application / Capacitate de a scrie o aplicatie distribuita
simpla.
. Understanding of the fundamental principles of distributed systems / Intelegerea principiilor de

baza a sistemelor distribuite.

The final grade is calculated as the weighted average of the scores given for the components specified
in 9.4 and 9.5. The exam is considered to be passed if the average is at least five (it is not necessary for
each score to be above five). For each of the exam sessions (including make-up and retake sessions),
the grade is calculated according to the same rule. In the retake/make-up session, only one of the two
tests (written or oral) can be taken, unless the student wishes to take both. Note: Students can attend
consultation hours (two modules/week according to the schedule established at the start of the
semester), during which the course and laboratory tutor will respond to student questions and provide
additional explanations related to the course content, laboratory applications, and assignments. / Nota
finala se calculeaza ca medie ponderatd a notelor acordate pentru componentele specificate la 9.4 si
9.5. Examenul se considera promovat daca media este cel putin 5 (nu e necesar ca fiecare nota sa fie
mai mare de 5) . La fiecare dintre sesiunile de examen (inclusiv cele de restanta si mariri) nota se
calculeaza dupa aceeasi regula. In sesiunea de restante/mariri se pot da doar una din cele doua probe
(scris sau oral), cu exceptia cazului in care studentul doreste sa sustind ambele probe.

Obs: Studentii pot participa la orele de consultatii (2 module/saptaméana conform planificarii stabilite la
Tnceputul semestrului) in cadrul carora titularul de curs si laborator raspunde intrebarilor studentilor si
ofera explicatii suplimentare legate de continutul cursului, aplicatiile de la laborator si teme.

Date of completion / Teacher for class /
Data completdrii Titular de disciplind
Date of approval inside department / Department director /

Data avizdrii in departament Director de departament
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