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CURRICULUM DESCRIPTION /
FISA DISCIPLINEI

1. Program information / Date despre program

1.1 Higher education institution / West University of Timisoara / Universitatea de Vest din
Institutia de invatdmdnt superior | Timisoara

1.2 Faculty / Department /

Mathematics and Informatics / Matematicd si Informaticd
Facultatea / Departamentul

1.3 Department / Departamentul Informatics / Informaticd
1.4 Study area / Domeniul de studii Informatics / Informaticd
1.5 Sutyd cycle / Ciclul de studii Masters / Master

Cybersecurity / Specialist in security-focused procedures and
1.6 Study program / Qualification / tools for information systems / Securitate Ciberneticd /
Programul de studii / Calificarea Specialist in proceduri si instrumente de securitate a

sistemelor informatice

2. Curriculum information / Date despre disciplind

2.1 Name of class / Denumirea Applications, approaches and challenges in cybersecurity

disciplinei in the modern digital era / Aplicatii, abordari si provocari
de securitate cibernetica in era digitala contemporana

2.2 Teacher for lecture / Titularul Conf. Dr. Ciprian Pungila

activitatilor de curs

2.3 Teacher for laboratory / Titularul Conf. Dr. Ciprian Pungila

activitdtilor de seminar

2.4 Year of study |1 2.5 Semester / 2 2.6 Evaluation DF |2.7 Typeofclass/ | DO
/ Anul de studiu Semestrul type / Tipul de Regimul disciplinei
evaluare

3. Estimated total time (hours per semester for didactic activities) / Timpul total estimat
(ore pe semestru al activitatilor didactice)

3.1 Hours per week / 3 | of which/ 2 |33 1
Numdr de ore pe sdptamdnd din care: seminary/laboratory /

3.2 lecture / curs seminar/laborator
3.4 Hours in curriculum plan / 42 | of which/ 28 | 3.6 14
Total ore din planul de invatdmant din care: seminary/laboratory /

3.5 lecture / curs seminar/laborator
Time distribution: / Distributia fondului de timp: hours

/ore
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Study time using the manual, lecture reading material, bibliography and notes / 28
Studiul dupd manual, suport de curs, bibliografie si notite

Suplimentary documentation inside a library, or online / on the field / 28
Documentare suplimentard in bibliotecd, pe platformele electronice de specialitate / pe teren
Seminary/laboratory preparation, homework, research paper, portfolios and essays / 14
Pregdtire seminare / laboratoare, teme, referate, portofolii si eseuri

Tutorship / 7
Tutoriat

Exminations / 6
Examindri

Other activities / 0
Alte activitati

3.7 Total hours of individual study / 83
Total ore studiu individual

3.8 Total hours per semester / 125
Total ore pe semestru
3.9 Number of credits / 5

Numdrul de credite

4. Preconditions (where applicable) / Preconditii (acolo unde este cazul)

4.1 for curriculum/ | e Operating systems / Programming / Security and cryptography,

de curriculum Computer architecture, Computer network / Sisteme de Operare,
Programare, Securitate si Criptografie, Arhitectura calculatoarelor,
Retele de Calculatoare

4.2 for . C1. High-level programming languages / Programarea in limbaje de
competencies / de | nivel inalt

competente o C2. Development and maintenance of computer applications /
Dezvoltarea si intretinerea aplicatiilor informatice.

) C3. Use of the theoretical foundations of computer science. / Utilizarea
bazelor teoretice ale informaticii.

5. Conditions (where applicable) / Conditii (acolo unde este cazul)

5.1 for lecture development / de desfdsurare a Internet access, web browser (Chrome,
Firefox, Safari, Edge) capable of running
Google Meet (minimum processor Intel 3 or
equivalent, minimum 4 GB RAM) / Acces la
Internet, cu un browser web (Chrome, Firefox,
Safari, Edge) capabil sa ruleze Google Meet
(minim processor Intel i3 sau echivalent,
minim 4 GB RAM).

cursului
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5.2 for seminary/laboratory development / de Access to the Internet, with specific online
teaching tools: whiteboard, laptop/projector,
computers, network, internet connection,
appropriate software. / Acces la Internet, cu
instrumente specifice predarii online: tabla
(whiteboard), laptop/proiector, calculatoare,
retea, legatura Internet, software adecvat.

desfdsurare a seminarului / laboratorului

6. Class objectives — expected learning results, contributed to by reading and passing of
the class / Obiectivele disciplinei - rezultate asteptate ale invdtdrii la formarea cdrora
contribuie parcurgerea si promovarea disciplinei

e Understanding the architectures and technologies underlying cyber security.
Identifying the main errors in platform security. Recognizing security vulnerabilities
and remediating them. / intelegerea arhitecturiilor si a tehnologiilor ce stau la baza
securitatii cibernetice. Identificarea principalelor greseli in securizarea
platformelor . Recunoasterea breselor de securitate si remedierea acestora.

Knowledge /
Cunostinte

e Preparing platforms for application deployment. Adhering to best practices for
Abilities / platform security and determining risk factors and potential security gaps. /
s Pregatirea platformelor pentru lansarea aplicatiilor. Respectarea bunelor practici
Abilitdti . ) i . . i
. pentru securizarea platformelor si determinarea factorilor de risc, respectiv
potentialele brese de securitate

Responsability e The ability to comprehend basic concepts associated with technology security
needs. Putting security concepts demonstrated in class/laboratory into practice. /
Capacitatea de a intelege notiuni de baza asociate nevoilor de securizare a
tehnologiilor. Punerea in practica a conceptelor de securitate demonstrate la
curs/laborator.

and autonomy /
Responsabilitate
si autonomie

7. Contents / Continuturi

7.1 Lecture / Curs Teaching methods / Metode de | Observations / Observatii
predare

Curs 1: Exercise, discussion and debate, | 1 week — 2 hours/ 1

Introduction modeling, the project, working | saptdmana — 2 ore

in an organized group. /
Exercitiul, discutiile si
dezbaterea,

modelarea, proiectul,
lucrul in grup organizat

Curs 2: Exercise, discussion and debate, | 1 week — 2 hours/ 1
Bioinformatics: Fundamentals modeling, the project, working | saptaiméana — 2 ore
in an organized group. /
Exercitiul, discutiile si
dezbaterea,

modelarea, proiectul,
lucrul in grup organizat

Curs 3: Exercise, discussion and debate, | 1 week — 2 hours/ 1
modeling, the project, working saptamana — 2 ore
in an organized group. /
Exercitiul, discutiile si
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Challenges in Bioinformatics:
forensics, privacy and secure
data handling

dezbaterea,
modelarea, proiectul,
lucrul in grup organizat

Curs 4:
Internet of Things:
Fundamentals

Exercise, discussion and debate,
modeling, the project, working
in an organized group. /
Exercitiul, discutiile si
dezbaterea,

modelarea, proiectul,

lucrul in grup organizat

1 week —2 hours/ 1
sdptamana — 2 ore

Curs 5:
Common threats and attack
vectors to the loT

Exercise, discussion and debate,
modeling, the project, working
in an organized group. /
Exercitiul, discutiile si
dezbaterea,

modelarea, proiectul,

lucrul in grup organizat

1 week —2 hours / 1
sdptamana — 2 ore

Curs 6:
Intrusion Detection systems

Exercise, discussion and debate,
modeling, the project, working
in an organized group. /
Exercitiul, discutiile si
dezbaterea,

modelarea, proiectul,

lucrul in grup organizat

1 week — 2 hours / 1
saptamana — 2 ore

Curs 7:
Digital forensics

Exercise, discussion and debate,
modeling, the project, working
in an organized group. /
Exercitiul, discutiile si
dezbaterea,

modelarea, proiectul,

lucrul in grup organizat

1 week —2 hours/ 1
saptdmana — 2 ore

Curs 8:
Quantum Cryptography

Exercise, discussion and debate,
modeling, the project, working
in an organized group. /
Exercitiul, discutiile si
dezbaterea,

modelarea, proiectul,

lucrul in grup organizat

1 week —2 hours/1
saptamana — 2 ore

Curs 9:
Theory of Quantum Information

Exercise, discussion and debate,
modeling, the project, working
in an organized group. /
Exercitiul, discutiile si
dezbaterea,

modelarea, proiectul,

lucrul in grup organizat

1 week —2 hours/ 1
saptdmana — 2 ore

Curs 10:
Quantum Communication and
Computation

Exercise, discussion and debate,
modeling, the project, working
in an organized group. /
Exercitiul, discutiile si

1 week —2 hours/ 1
saptdmana — 2 ore
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dezbaterea,
modelarea, proiectul,
lucrul in grup organizat

Curs 11:
Fundamentals of Blockchain
Security

Exercise, discussion and debate,
modeling, the project, working
in an organized group. /
Exercitiul, discutiile si
dezbaterea,

modelarea, proiectul,

lucrul in grup organizat

1 week —2 hours/ 1
sdptamana — 2 ore

Curs 12:
Blockchain in Action

Exercise, discussion and debate,
modeling, the project, working
in an organized group. /
Exercitiul, discutiile si
dezbaterea,

modelarea, proiectul,

lucrul in grup organizat

1 week —2 hours / 1
sdptamana — 2 ore

Curs 13:
Smart Contract Security

Exercise, discussion and debate,
modeling, the project, working
in an organized group. /
Exercitiul, discutiile si
dezbaterea,

modelarea, proiectul,

lucrul in grup organizat

1 week — 2 hours / 1
saptamana — 2 ore

Curs 14:
Beyond the Metaverse

Exercise, discussion and debate,
modeling, the project, working
in an organized group. /
Exercitiul, discutiile si
dezbaterea,

modelarea, proiectul,

lucrul in grup organizat

1 week —2 hours/ 1
saptdmana — 2 ore

Bibliography / Bibliografie :

[1] Winston Ma and Ken Huang: BLOCKCHAIN AND WEBS3,
[2] Stephen Northcutt, Judy Novak: Network Intrusion Detection, Third Edition,
[3] Isromi Janwar: Snort 2 1 - Intrusion Detection, Second Edition
[4] Marek Zukowski, Sergei Kilin and Janusz Kowalik: QUANTUM COMMUNICATION AND SECURITY

7.2 Seminary / laboratory /
Seminar / laborator

Teaching methods / Metode de
predare

Observations / Observatii

Bioinformatics: common
datasets and algorithms

Exercise, discussion and debate,
modeling, the project, working
in an organized group. /
Exercitiul, discutiile si

1 week — 2 hours / 1 saptamana
—2ore

Lab notes, information and labs
activities are available through
e-uvt/Google specific platforms
/ Notite de laborator, informatii
teme laborator disponibile prin
platforme specifice e-uvt.ro,
comunicare prin  platforma
Google Classroom
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Internet of Things in Python

dezbaterea,

1 week — 2 hours / 1 saptamana
—2o0re

Lab notes, information and labs
activities are available through
e-uvt/Google specific platforms
/ Notite de laborator, informatii
teme laborator disponibile prin
platforme specifice e-uvt.ro,
comunicare  prin  platforma
Google Classroom

Applied pattern-matching
tehniques for intrusion
detection systems

modelarea, proiectul,

2 weeks — 4 hours / 2 saptamana
—4 ore

Lab notes, information and labs
activities are available through
e-uvt/Google specific platforms
/ Notite de laborator, informatii
teme laborator disponibile prin
platforme specifice e-uvt.ro,
comunicare  prin  platforma
Google Classroom

Tehniques for detecting network
intrusions

lucrul in grup organizat

2 weeks —4 hours / 2 saptamana
— 4 orelab notes, information
and labs activities are available
through e-uvt/Google specific
platforms / Notite de laborator,

informatii  teme laborator
disponibile  prin  platforme
specifice e-uvt.ro, comunicare
prin platforma Google
Classroom

Applied pattern-matching
tehniques for digital forensics

Exercise, discussion and debate,
modeling, the project, working
in an organized group. /
Exercitiul, discutiile si

2 weeks — 4 hours / 2 saptamana
— 4 orelab notes, information
and labs activities are available
through e-uvt/Google specific
platforms / Notite de laborator,

informatii  teme laborator
disponibile  prin  platforme
specifice e-uvt.ro, comunicare
prin platforma Google
Classroom

Detecting Blockchain  Smart-

Contracts Vulnerabilities

dezbaterea,

2 weeks — 4 hours / 2 saptamana
— 4 orelab notes, information
and labs activities are available
through e-uvt/Google specific
platforms / Notite de laborator,
informatii teme laborator
disponibile  prin platforme
specifice e-uvt.ro, comunicare
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prin platforma Google
Classroom

Bibliography / Bibliografie:

[1] Winston Ma and Ken Huang: BLOCKCHAIN AND WEBS3,

[2] Stephen Northcutt, Judy Novak: Network Intrusion Detection, Third Edition,

[3] Isromi Janwar: Snort 2 1 - Intrusion Detection, Second Edition

[4] Marek Zukowski, Sergei Kilin and Janusz Kowalik: QUANTUM COMMUNICATION AND SECURITY

[5] Arthur Lesk, Introduction to Bioinformatics, Oxford University Press, 5th edition, 2019

[6] Samuel Greengard, The Internet of Things, revised and updated edition, The MIT Press, Updated
edition, 2021

8. Unification of class contents with the expectations of the representatives of the
epistemic community, professional organisations and employers from the class’s
relevant field(s) of applicability / Coroborarea continuturilor disciplinei cu asteptdrile
reprezentantilor comunitatii epistemice, asociatiilor profesionale si angajatori
reprezentativi din domeniul aferent programului

Class contents corresponds to the curricula of other universities, from inside the country or from the European Union. The
practical contents (laboratory works) correspond to the local labor market requirements. /

Continutul disciplinei corespunde curriculei din alte centre universitare, din tard sau Uniunea Europeand. Continuturile
practice (lucrdri de laborator) corespund cerintelor de pe piata muncii locald.

9. Evaluation / Evaluare

Activity type / 9.1 Evaluation criteria / 9.2 Evaluation 9.3 Weight in
Tip activitate Criterii de evaluare methods / final grade /
Metode de Pondere din
evaluare nota finald
9.4 Lecture / Curs The evaluation takes into | Written exam, | 50%

consideration the following categories | active

of knowledge / Evaluarea are fin | participation to

vedere urmatoarele categorii de | lectures /

cunostinte: Examinare scrisa;

e General knowledge, assessed | participare activa
through a test comprising | la
multiple-choice questions or | activitatile de
basic definitions / cunostinte | curs.
generale, evaluate printr-un
test cuprinzand fintrebari cu
variante multiple de raspuns
sau definitii de baza
e Detailed knowledge, assessed

through a test comprising
questions oriented towards
the key notions taught /
cunostinte de detaliu,
evaluate printr-un test
cuprinzand intrebari orientate
spre notiunile cheie predate
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e Algorithm utilization,
assessed through a test
comprising a set of problems
based on the algorithms
presented in the course. /
utilizarea algoritmilor,
evaluate printr-un test
cuprinzand un set de
probleme pe baza
algoritmilor prezentati la curs

9.5 Seminary / laboratory | The implementation of laboratory Assignment 50%
/ Seminar / laborator assignments. / Implementarea evaluation,
temelor de laborator evaluation of
additional
activities /
Evaluarea
temelor,
activitatilor
aditionale;

9.6 Minimum performance standards / Standard minim de performantd

Written examination / Examinare scrisd:

° To obtain a grade of 5, it is necessary to score above the minimum threshold (at least 60%) for
general knowledge, as well as demonstrate a minimum level of understanding and application of some
of the algorithms presented in the course (at least 40%). / Pentru nota 5 este necesara obtinerea unui
punctaj superior (minim 60%) pentru cunostintele generale, precum si dovedirea unui nivel minim de
intelegere si aplicare a unora dintre algoritmii prezentati la curs (minim 40%)

° To obtain a grade of 10, it is necessary to score above the minimum threshold (at least 75%) for
both general and detailed knowledge, as well as demonstrate a good understanding of the presented
algorithms / Pentru nota 10 este necesara obtinerea unui punctaj superior (minim 75%) pentru
cunostintele generale si cunostintele de detaliu, precum si o buna intelegere a algoritmilor prezentati

Date of completion / Teacher for class /
Data completdrii Titular de disciplind
Date of approval inside department / Department director /

Data avizdrii in departament Director de departament
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