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CURRICULUM DESCRIPTION /

FISA DISCIPLINEI

1. Program information / Date despre program

1.1 Higher education institution /
Institutia de invdtdmdnt superior

West University of Timisoara / Universitatea de Vest din
Timisoara

1.2 Faculty / Department /
Facultatea / Departamentul

Mathematics and Informatics / Matematicé si Informaticé

1.3 Department / Departamentul

Informatics / Informaticd

1.4 Study area / Domeniul de studii

Informatics / Informaticd

1.5 Sutyd cycle / Ciclul de studii

Masters / Master

1.6 Study program / Qualification /
Programul de studii / Calificarea

Cybersecurity / Specialist in security-focused procedures and
tools for information systems / Securitate Ciberneticd /
Specialist in proceduri si instrumente de securitate a
sistemelor informatice

2. Curriculum information / Date despre disciplind

2.1 Name of class / Denumirea
disciplinei

Digital forensics and data analysis techniques in cybercrime
/ Tehnici de analiza si investigare in criminalitatea
cibernetica.

2.2 Teacher for lecture / Titularul
activitdtilor de curs

Conf. Dr. Ciprian Pungila

2.3 Teacher for laboratory / Titularul
activitdtilor de seminar

Conf. Dr. Ciprian Pungila

2.4 Year of study |1

/ Anul de studiu Semestrul

2.5 Semester / 2

2.7 Typeofclass/ | M
Regimul disciplinei

2.6 Evaluation E
type / Tipul de
evaluare

3. Estimated total time (hours per semester for didactic activities) / Timpul total estimat
(ore pe semestru al activitdtilor didactice)

3.1 Hours per week / 3 | of which/ 2 |33 1
Numdr de ore pe sdptdmdnd din care: seminary/laboratory /
3.2 lecture / curs seminar/laborator
3.4 Hours in curriculum plan / 4 | of which/ 2 | 3.6 14
Total ore din planul de invdatdmant 2 | dincare: 8 | seminary/laboratory /
3.5 lecture / curs seminar/laborator
Time distribution: / Distributia fondului de timp: hour
s/
ore
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Study time using the manual, lecture reading material, bibliography and notes / 36
Studiul dupd manual, suport de curs, bibliografie si notite

Suplimentary documentation inside a library, or online / on the field / 28
Documentare suplimentard in bibliotecd, pe platformele electronice de specialitate / pe teren
Seminary/laboratory preparation, homework, research paper, portfolios and essays / 14
Pregdtire seminare / laboratoare, teme, referate, portofolii si eseuri

Tutorship / 7
Tutoriat

Exminations / 7
Examindri

Other activities /
Alte activitdti

3.7 Total hours of individual study / 92
Total ore studiu individual

3.8 Total hours per semester / 134
Total ore pe semestru

3.9 Number of credits / 5
Numdrul de credite

4. Preconditions (where applicable) / Preconditii (acolo unde este cazul)

4.1 for curriculum/ | e Computer Architecture, Operating Systems |, Operating Systems I,
de curriculum Programming |, Programming Il
4.2 for o C1. High-level programming languages / Programarea in limbaje de

competencies / de | nivel inalt

competente . C2. Development and maintenance of computer applications /
Dezvoltarea si intretinerea aplicatiilor informatice.

o C3. Use of the theoretical foundations of computer science. / Utilizarea
bazelor teoretice ale informaticii.

5. Conditions (where applicable) / Conditii (acolo unde este cazul)

5.1 for lecture development / de desfdsurare a Classroom properly equipped with: whiteboard,
laptop/projector, computers, network, internet
connection, appropriate software / Sala de curs,
dotata corespunzator: tabla, laptop/proiector,
software adecvat.

cursului

5.2 for seminary/laboratory development / de Laboratory classroom properly equipped with:
whiteboard, laptop/projector, computers,
network, internet connection, appropriate
software / Sala de laborator, dotata
corespunzator: tabla, laptop/proiector,
software adecvat.

desfdsurare a seminarului / laboratorului
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6. Class objectives — expected learning results, contributed to by reading and passing of
the class / Obiectivele disciplinei - rezultate asteptate ale invdtdrii la formarea cdrora
contribuie parcurgerea si promovarea disciplinei

® Acquiring the necessary skills to gain general knowledge related to the analysis and introspection
of digital data in order to identify and mitigate cyber attacks/ Formarea deprinderilor necesare
pentru a insusi cunostinte generice legate de analiza si introspectia datelor digitale, in scopul
identificarii, si mitigdrii atacurilor cibernetice.

® Gaining general concepts of operation of magnetic and electronic storage devices. Gaining general
concepts for static and dynamic data analysis / insusirea conceptelor generice de functionare a
dispozitivelor de stocare magnetice si electronice. insusirea conceptelor generice pentru analiza
de date statica si dinamica.

® Acquiring essential concepts for searching, retrieving and recovering data from digital storage
media. / Tnsusirea conceptelor esentiale pentru ciutarea, regisirea si recuperarea datelor din
mediile digitale de stocare.

e  Utilizing methodologies, specification mechanisms and development environments for the

realization of software applications/ Utilizarea metodologiilor, mecanismelor de specificare si a

mediilor de dezvoltare pentru realizarea aplicatiilor informatice

Using appropriate criteria and methods for the evaluation of software applications / Utilizarea de

criterii si metode adecvate pentru evaluarea aplicatiilor informatice.

® Designing and maintaining software applications for the resolution of real-world problems of
medium complexity / Realizarea si intretinerea unor aplicatii informatice pentru rezolvarea unor
probleme reale de complexitate medie.

o  Utilizing methodologies and design and administration environments for particular computing
systems, databases, and computer networks / Utilizarea metodologiilor si mediilor de proiectare
si administrare a sistemelor de calcul, bazelor de date si retelelor de calculatoare pentru probleme
particulare.

® Designing computing systems, databases, and computer networks projects. / Realizarea unor
proiecte de sisteme de calcul, baze de date si retele de calculatoare.

Knowledge /
Cunostinte

Abilities / °
Abilitéti

Responsability
and autonomy /
Responsabilitat
e si autonomie

7. Contents / Continuturi

7.1 Lecture / Curs

Teaching methods / Metode de
predare

Observations / Observatii

Introduction. The purpose and
definition of cyber forensic
analysis. Information theft.
Determining the impact of
security incidents. Modifications
to electronic data and
escalation procedures. /
Introducere. Scopul si definitia
analizei criminalistice
cibernetice. Furtul de
informatie. Determinarea
impactului incidentelor de
securitate. Modificdrile aduse
datelor electronice si proceduri
de escalare.

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,
exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

1 week — 2 hours / 1 sdptdamana
—2ore

Generic procedures in digital
investigations. Generic
investigation procedures.
Equipment isolation. Intrinsic

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,

1 week — 2 hours / 1 saptamani
—2ore
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elements of data analysis.
Correlating clues and
generating reports. / Proceduri
generice in investigatiile
digitale. Proceduri generice de
investigare. lzolarea
echipamentelor. Elemente
intrinseci de analiza de date.
Corelarea indiciilor si generarea
rapoartelor.

exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

Internet traffic analysis
techniques. Generic terms.
Types of users. Email tracking.
IP address construction.
Operation of swap files, online
searches, servers and ISPs.
Utilities for data analysis.
Detection utilities. Protection
utilities. Analysis utilities. /
Tehnici de analiza a traficului
Internet. Termeni generici.
Tipuri de utilizatori. Urmarirea
email-urilor. Constructia
adreselor IP. Functionarea
fisierelor swap, a cautarilor

online, a serverelor si ISP-urilor.

Utilitare pentru analiza de
date. Utilitare de detectie.
Utilitare pentru protectie.
Utilitare de analiza.

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,
exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

2 weeks — 4 hours / 2 saptamani
—4 ore

Management and profiling of
attacks in computer networks.
Common scenarios for intruder
detection. Intruder profiling.
Digital investigations and legal
system. Generic terms and legal
aspects of investigations.

Obstacles in obtaining evidence.

Black hat hacker, white hat
hacker. Common practices. /
Gestiunea si profilarea
atacurilor in retele de
calculatoare. Scenarii comune
pentru detectia intrusilor.
Profilarea intrusilor.
Investigatiile digitale si
sistemul legal. Termeni generici
si aspecte legale ale
investigatiilor. Impedimente in

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,
exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

1 week — 2 hours / 1 saptaméana
—2ore
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obtinerea dovezilor. Black-hat
hacker, white-hat hacker.
Practici comune.

Data recovery techniques.
Introduction to mechanical hard
disks (HDD) and solid state
drives (SSD). Detection of
hidden elements in file systems.
Detection of encrypted
data/entropy analysis. Analysis
and recovery information
utilities. Static and dynamic
analysis. / Tehnici de
recuperare a datelor digitale.
Introducere in hard-disk-urile
mecanice (HDD) si a celor solid-
state-drive (SSD). Detectia
elementelor ascunse in sisteme
de fisiere. Detectia datelor
criptate/analiza entropiei.
Utilitare de analiza si
recuperare a informatiei.
Analiza statica si dinamica.

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,
exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

2 weeks — 4 hours / 2 saptamani
—4ore

Multimedia format analysis
and reconstruction techniques.
Bitmap/JPG image analysis.
Analysis of corrupted video
files. Recovering digital
information through key frame
analysis. Heuristic analysis of
formats. / Tehnici de analiza si
reconstructie a formatelor
multimedia. Analiza imaginilor
bitmap/JPG. Analiza fisierelor
video corupte. Recuperarea
informatiilor digitale prin
analiza cadrelor cheie. Analiza
euristica a formatelor.

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,
exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

2 weeks — 4 hours / 2 sdptamani
—4 ore

Techniques of analysis of
suspicious files. Static content
analysis. Dynamic/behavioural
analysis. Emulation and
virtualization of execution
techniques. Detection of
malicious behaviour. / Tehnici
de analiza a fisierelor
suspicioase. Analiza statica a
continutului. Analiza
dinamicd/comportamentala.

Interactive presentation,
problematization, heuristic
conversation, web-based
documentation,
exemplification. / Expunerea
interactiva, problematizarea,
conversatia euristica,
documentarea pe web,
exemplificarea.

2 weeks — 4 hours / 2 saptamani
—4 ore
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Tehnici de emulare si
virtualizare a executiei. Detectia
comportamentului malitios.

Bibliography / Bibliografie :

1. J. Sammons, “The Basics of Digital Forensics”, Syngress, 2012

2. AJ. Marcella, R.S. Greenfield , “Cyberforensics: A Field Manual for Collecting, Examining and
Preserving Evidence of Computer Crimes” , CRC Press, 2007.

3. E. Casey, “Handbook of Computer Crime Investigation: Forensic Tools and Technology”, Academic
Press, 2001.

4. C. Altheide, H. Carvey, ,Digital Forensics with Open Source Tools”, Syngress, 2011

5. A. Arnes, ,,Digital Forensics”, Wiley, 2017

7.2 Seminary / laboratory / | Teaching methods / Metode de | Observations / Observatii
Seminar / laborator predare

Windows operating system. | Exercise, discussions and | 1 week — 2 hours / 1 saptamana
Data storage and retrieval. | debate, modeling, project work, | — 2 ore

Security elements and security | organized group work. /
architecture. Vulnerable points | Exercitiul, discutiile Si
and strong points for digital | dezbaterea, modelarea,
investigations / Sistemul de | proiectul, lucrul in  grup
operare Windows. Stocarea si | organizat.

recuperarea datelor. Elemente
de siguranta si arhitectura de
securitate. Puncte vulnerabile si
puncte forte pentru investigatii

digitale.

Linux operating system. Data | Exercise, discussions and | 1 week — 2 hours / 1 saptdamana
storage and retrieval. | debate, modeling, project work, | — 2 ore

Vulnerable points and strong | organized group work. /

points for digital investigations. | Exercitiul, discutiile Si

/ Sistemul de operare Linux. | dezbaterea, modelarea,

Stocarea si recuperarea datelor. | proiectul, lucrul Tn  grup
Puncte vulnerabile si puncte | organizat.
forte pentru investigatii digitale.

MacOS X operating system. Data | Exercise, discussions and | 1 week — 2 hours / 1 saptdamana

storage and retrieval. | debate, modeling, project work, | — 2 ore
Vulnerable points and strong | organized group work. /
points for digital investigations. | Exercitiul, discutiile Si
/ Sistemul de operare MacOS X. | dezbaterea, modelarea,

Stocarea si recuperarea datelor. | proiectul, lucrul Tn  grup
Puncte vulnerabile si puncte | organizat.
forte pentru investigatii digitale.

Techniques of recovery using | Exercise, discussions and | 1 week — 2 hours / 1 saptamana

dedicated open-source | debate, modeling, project work, | — 2 ore
applications. Data recovery | organized group work. /
using Scalpel. Identification of | Exercitiul, discutiile Si
files using TrID. Binary file | dezbaterea, modelarea,

formats. / Tehnici de recuperare | proiectul, lucrul n  grup
folosind aplicatii dedicate open- | organizat.
source. Recuperarea datelor
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folosind Scalpel. Identificarea
fisierelor folosind TrID. Formate
binare de fisiere.

Techniques of data analysis | Exercise, discussions and | 1 week — 2 hours / 1 saptamana

stored in virtual/swapfile | debate, modeling, project work, | —2 ore
memory.  Particularities  of | organized group work. /
virtual memory mechanisms in | Exercitiul, discutiile Si
Windows, Linux and MacOS X | dezbaterea, modelarea,

operating systems / Tehnici de | proiectul, lucrul in  grup
analizd a datelor stocate 1in | organizat.

memoria virtuald/swapfile.
Particularitati ale mecanismelor
de tip memorie virtuala 1in
sistemele de operare Windows,
Linux si MacOS X.

Magnetic and electronic storage | Exercise, discussions and 1 week — 2 hours / 1 sdptdmand
devices.  Particularities  and | debate, modeling, project —2ore

functionality. Data recovery work, organized group work.
from a classic HDD. Data / Exercitiul, discutiile si
recovery from an SSD. / dezbaterea, modelarea,

Dispozitive de stocare . N
. . . | proiectul, lucrul in grup
magneticda si  electronica. i
organizat.

Particularitati si functionalitate.
Recuperarea datelor de pe un
HDD classic. Recuperarea
datelor de pe un SSD.

Search for digital clues in | Exercise, discussions and | 1 week — 2 hours / 1 saptdamana

criminal investigations. | debate, modeling, project work, | — 2 ore
Investigations in  Windows | organized group work. /
registry. Registry analysis | Exercitiul, discutiile Si
techniques. / Cautarea indiciilor | dezbaterea, modelarea,

digitale in scopuri criminalistice. | proiectul, lucrul 1n  grup
Investigatii in Windows registry. | organizat.
Tehnici de analiza a registry-ului.

Bibliography / Bibliogrdfie:

1. J. Sammons, “The Basics of Digital Forensics”, Syngress, 2012

2. AJ. Marcella, R.S. Greenfield , “Cyberforensics: A Field Manual for Collecting, Examining and
Preserving Evidence of Computer Crimes”, CRC Press, 2007.

3. E. Casey, “Handbook of Computer Crime Investigation: Forensic Tools and Technology”, Academic
Press, 2001.

4. C. Altheide, H. Carvey, ,,Digital Forensics with Open Source Tools”, Syngress, 2011

5. A. Arnes, ,,Digital Forensics”, Wiley, 2017

8. Unification of class contents with the expectations of the representatives of the
epistemic community, professional organisations and employers from the class’s
relevant field(s) of applicability / Coroborarea continuturilor disciplinei cu asteptdrile
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reprezentativi din domeniul aferent programului

asociatiilor profesionale si angajatori

Class contents corresponds to the curricula of other universities, from inside the country or from the European Union. The

practical contents (laboratory works) correspond to the local labor market requirements. /

Continutul disciplinei corespunde curriculei din alte centre universitare, din tard sau Uniunea Europeand. Continuturile

practice (lucrdri de laborator) corespund cerintelor de pe piata muncii locald.

9. Evaluation / Evaluare

Activity type / 9.1 Evaluation criteria / 9.2 Evaluation 9.3 Weight
Tip activitate Criterii de evaluare methods / in final grade
Metode de / Pondere
evaluare din nota
finald
9.4 Lecture / Curs The evaluation considers the Written 35
following categories of examination;
knowledge:/ Evaluarea are in acti\{e. _ _
vedere urmatoarele categorii de participation in
cunostinte: course act|V|t|gs.v/
o Examinare scrisa;
° General knowledge, . -
participare activa
evaluated through a test la activititile de
consisting of multiple-choice curs.
questions or basic definitions/
cunostinte generale, evaluate
printr-un test cuprinzand intrebari
cu variante multiple de raspuns
sau definitii de baza
° Detailed knowledge,
evaluated through a test focusing
on the key concepts taught /
cunostinte de detaliu, evaluate
printr-un test cuprinzand intrebari
orientate spre notiunile cheie
predate
Algorithm usage, evaluated through a
test consisting of a set of problems
based on the algorithms presented in
the course/ utilizarea algoritmilor,
evaluate printr-un test cuprinzand un
set de probleme pe baza algoritmilor
prezentati la curs.
Periodic assignments cover parts of Intermediate 15
the material, under conditions similar | written
to those of the final written exam. / examination. /
Lucrarile de control periodice Examinare scrisa
acopera parti ale materiei, in conditii | intermediara
similare examenului scris final.
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9.5 Seminary / Evaluarea are in vedere Evaluation of 35
laboratory / Seminar / urmatoarele categorii de homework,
laborator cunostinte: additional
e General knowledge: activities;
cunostinte generale: Evaluation of
laboratory

usage and understanding
of the tools used of data
analysis and recovery /

activity; Active
participation in

laboratory
utilizarea si intelegerea activities. /
utilitarelor de analiza si Evaluarea
recuperare de date. temelor,

e Detailed knowledge: activitatilor
Applying digital aditionale;
investigation and evidence | Evaluarea
recovery concepts in the ?Cg"”tat” la
context of criminology and a °_r?t°"'

. e Participarea
computer risk mitigation / -
. de detali activa la
cun.ostm'ge e detaliu: activititile de
aplicarea conceptelor de laborator

investigatii digitale si
recuperare a indiciilor, in
contextul criminologiei si
mitigarii riscurilor
informatice

e Advanced knowledge:
Crafting complex response
and mitigation scenarios,
possibly using different
tools to solve tasks of
medium or increased
difficulty, resulting from
practical situations in
computer criminology or
digital investigations. /
cunostinte avansate:
realizarea de scenarii de
reactie si mitigare
complexe, eventual
folosind unelte diferite
pentru rezolvarea unor
sarcini de dificultate medie
sau sporitd, ca urmare a
unor situatii practice in
criminologia informatica
sau investigatiile digitale.
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The homework assignments/reports Individual project, | 15
or projects cover parts of the group project. /
material presented in the laboratory, | Proiect individual,
under conditions similar to those of proiect de grup.
the laboratory examination. /
Temele/referatele sau proiectele
acopera parti ale materiei prezentate
la laborator, in conditii similare
examinarii de laborator.

9.6 Minimum performance standards / Standard minim de performantd

Written exam: / Examinare scrisG:

° To obtain a grade of 5, it is necessary to score above the minimum threshold (at least 60%) for
general knowledge, as well as demonstrate a minimum level of understanding and application of some
of the algorithms presented in the course (at least 40%). / Pentru nota 5 este necesard obtinerea unui
punctaj superior (minim 60%) pentru cunostintele generale, precum si dovedirea unui nivel minim de
intelegere si aplicare a unora dintre algoritmii prezentati la curs (minim 40%)

° To obtain a grade of 10, it is necessary to score above the minimum threshold (at least 75%) for
both general and detailed knowledge, as well as demonstrate a good understanding of the presented
algorithms / Pentru nota 10 este necesard obtinerea unui punctaj superior (minim 75%) pentru
cunostintele generale si cunostintele de detaliu, precum si o bund intelegere a algoritmilor prezentati
Practical exams and laboratory activity: / Probe practice si activitate de laborator:

° To obtain a grade of 5, it is necessary to demonstrate a superior level (at least 60%) of general
knowledge, as well as a minimum level of understanding and application of the detailed knowledge
previously presented./ Pentru nota 5 este necesard obtinerea unui nivel superior (minim 60%) pentru
cunostintele generale, precum si a unui nivel minim de intelegere si utilizare a cunostintelor de detaliu
prezentate anterior.

° To obtain a grade of 10, it is necessary to demonstrate a superior level (at least 80%) of
advanced knowledge, as specified before./ Pentru nota 10 este necesard dovedirea unui nivel superior
(minim 80%) pentru cunostintele avansate, precizate anterior.

Date of completion / Teacher for class /
Data completdrii Titular de disciplind
Date of approval inside department / Department director /

Data avizdrii in departament Director de departament
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